NMHO®OPMALMOHHAA NAMATKA ONA OBYHAKOLWMKNXCA

C KAXAbIM roagomMm MOAOAEXWM B WHTEPHETE CTAHOBUTbCA BOJIbWE, A
LWUKO/IbHUKN OAHWU W3 CAMbIX AKTUBHbIX MOJIb3OBATENEN PYHETA. MEXAY
TEM, MTOMWUMO OFPOMHOTO KOJIMYECTBA BO3MOMHOCTEN, MHTEPHET HECET U
MPOBNEMBDbI. 3TA MAMATKA AO/1XXHA NMOMOYb TEBE BE3SOMACHO HAXOAWUTHLCA B
CETW.

KROMIMbKOTEPHBIE BUPYCbI

KoMIbroTepHBIii BUPYC — 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIUYUTEIbHON
O0COOCHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B nononHeHuwe K 3TOMYy,
BUPYCBHI MOT'YT ITOBPEAUTH WM TIOJHOCTBIO YHUUTOXXUTH BCE (DAIIbI U TaHHBIE, TOJIKOHTPOJIBHBIE
HI0JIb30BATENI0, OT IMEHH KOTOPOTro OblIa 3alylleHa 3apakEéHHas IporpaMMa, a TakxKe IIOBPEANTh
WIN J1aKe€ YHUYTOXXUTh ONEPAL[MOHHYIO CHUCTEMY cO BceMH (ailiamu B 1iesioM. B OonpmHcTBE
CJIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

METOAbl 3AWNTBI OT BPEAOHOCHbBIX MPOTPAMM:

1. HUcnonb3yli cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMbBI, UMEIOIINE CEPbEZHBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrostHHO ycTaHaBiMBail mauTH (IUGPOBBIE 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTAHABIIMBAIOTCS C LENbI0 JIOPaOTKW NPOrpaMMbl) U JApPyrue OOHOBIIEHUS CBOEH
OTepalMoOHHOM cucTeMbl. CKauyuBail UX TOJBKO ¢ OUIIMATBEHOTO caiiTa pazpaboTunka
OC. Ecnu cyniecTByeT peKuM aBTOMAaTHYECKOTr0 OOHOBIIEHUS, BKIIOUH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE MO/ IPaBaMU I0JIb30BATENs, a HE aIMUHUCTPATOpA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBMPYCHBIE MPOTrPaMMHbIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (U3HUECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOPMAINK, Takue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOYHUKOB;

7. He oTkppiBail KOMNbIOTEpHbIE (ailsibl, MOJyYEeHHbIE U3 HEHAIEXKHBIX HMCTOYHUKOB.
Haxe T1e (ailnbl, KOTOphle HpUCIad TBOM 3HAKOMbIH. Jlydmie yTrouyHu y Hero,
OTIIPABJIISUI JIU OH TeOe HX.
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CETU WI-FI

Wi-Fi - 3710 He BHJ mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH 1, Mapka. Eie
B 1991 rony Hunepnanjackas xommnaHus 3apeructpuponana openn «WECA», uro o6o3Hayano
cioBocouetanue «Wireless Fidelity», KOTOpbIif mepeBoANTCS KaK «OeCIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHHW Joluia Japyras a0OpeBuarypa, KOTOpas SIBISICTCS TaKOM ke
TexHoJoruei. Ito adbopesuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO ¢ HAMEKOM Ha CTaHAAPT
BBICIINIA 3ByKOBOM TexHUKHM Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAsk TOYHOCTHY.

Jla, OecriaTHBIH MHTEPHET-OCTYI B Kade, OTCNIIX M a’pONOPTax SBIISCTCSA OTIIMYHOM
BO3MOYKHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE SKCIIEPThI CUUTAIOT, 4TO 00IIe 0cTynHbIe Wi-Fi
CETU HE ABIIIIOTCI 0E€30IaCHBIMU.

COBETbl MO BE3OMACHOCTWU PABOTE B OBLWEAOCTYMHbIX CETAX WI-FI:

1. He mepenaBaii cBoro nmuHyro uHpopmanuio yepe3 odmenocrymubie Wi-Fi cer.
Pabotas B HUX, eJlaTelbHO HE BBOJAUTD I1apOJIM 10CTYIIA, JOIMHBI M KaKHe-TO HOMEpa,

2. Vcnonw3yit 1 OOHOBIISAH aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. TeM cambIM Thl
obe3omnaculllb ce0si OT 3aKaYKy BUpPYyCca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBannu Wi-Fi otkmroun ¢ynknmio «OO0muii moctyn k ¢aimam u
npuntepam». JlanHas (QYHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIC
MOJIb30BATEIIN AKTUBUPYIOT €€ sl yA00CTBa UCIIONB30BaHus B paboTe nim ydeoOe;

4. He ucnonw3yit myommunasiii WI-FI s mepenaum JTUYHBIX JTaHHBIX, HampuMmep, s
BBIX0/1a B COIIMAJIbHBIE CETH MJIU B 3JIEKTPOHHYIO MOUTY;

5. Hmnonw3yit Tonbko 3amuiieHHoe coenuHenue uepe3 HTTPS, a nve HTTP, T.e. mpu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOuwnsHOM Tenedone orkiaoun  yHkipoo  «[logkmoueHne k- Wi-Fi
aBromMaTudeckn». He nomyckaid aBTOMaTH4eCKOro MOKIFOYEHHUS YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusi.

COUMAJIbHBIE CETWU

ConuanbHble CeTH aKTUBHO BXOJST B HAIlly JKU3Hb, MHOTHE JIIOIU PA0OTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxe 3aperucTpupoBaH MUJUTHAp] YEIOBEK, YTO SIBJISIETCS OJHOM
celbMOM Bcex JkuTeneil ruraHeTsl. MHOrHe MOJb30BaTENM HE MOHUMAIOT, YTO MH(OpMaLus,
pasMelleHHas UMU B COLIMAIBbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00s13aTeNbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHbIE COBETbI MO BE3OMACHOCTWU B COUMANTbHbIX CETAX:

1. Orpannup crnucok apy3eil. ¥ TeOs B JIpy3bsiX HE JOJKHO OBITh CIydyalHBIX H
HE3HAKOMBIX JIFO/IEH;

2. 3amminail cBOIO 4yacTHYIO >kM3Hb. He ykasbiBail mapomu, TenedoHsl, agpeca, naTy
TBOETO POXACHUS W JAPYryl0 JUYHYI0 HHPOPMALUIO. 3MOYMBIIIJICHHUKH MOTYT
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MCIOJIb30BaTh Jake€ MH(OpPMAIMIO0 O TOM, KaK Thl U TBOU POAMTENH ILJIAHUpPYETE
MIPOBECTU KaHUKYIIbI;

3. 3amminail CBOIO pemyTalHuIo - JEpXKH €€ B YHCTOTE U 3aJaBail cebe BOIpOC: XOTel Obl
ThI, YTOOBI JPYTUE MOJIL30BATEIHM BUACIH, YTO ThI 3arpyxkaemib? [lomymaii, mpexme
YeM 4TO-TO OMYOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE UCTIOJIB3YH CBOE PealbHOE UMS
U APYTYIO JINYHYIO0 HH(OpMALIUU: UM, MECTO )KUTEIHCTBA, MECTO Y4eObl U MpoYee;

5. Mzberait pazmemnienus ¢ororpaduii B IHTEpHETE, T1Ie THI N300paKEH HA MECTHOCTH,
10 KOTOPOI MOYHO OMPEIENIUTh TBOE MECTOIOIOKEHHE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BaTh CIOXKHbIE TAPOJIH,
cocrosimue u3 OykB v (P ¥ ¢ KOJTUIESCTBOM 3HAKOB HE MEHEe §;

7. Jnsa conuanbHOW CETH, MOYTHl M JPYTUX CAiTOB HEOOXOIMMO HUCIOIB30BATH Pa3HBIC
naposi. Toraa ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUIEHHUKH ITOJIy4aT JOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpasy.

S/IEKTPOHHbIE AEHDBIU

9J'IeKTp0HHBIe JCHBI'H — 3TO0 OYCHb y,HO6HBII>'I cI1oco0 HJ'IaTe)KefI, OIHAaKO CyHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH 3TU ACHBIU.

DNEKTPOHHBIE JEHbIU MOSBHIMCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOTO0 BO MHOTHX
rocyJapcTBax /10 CHX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM GyHKIIMOHMPYIOT M O HUX YK€ IIPOMHMCAaHO B 3aKOHE, TJIe UX Pa3JeNsioT
Ha HECKOJIbKO BUJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HUIa B TOM, 4YTO aHOHUMHBIE - 9TO T€, B
KOTOpBIX paspeliaercss MpPOBOAUTH onepanuu 0e3 HAeHTU(HUKALUU [0JIb30BaTeNs, a B
HEaHOHHMMHBIX UACHTU(UKAIINH [T0JIb30BATENS SABISIETCA 00s13aTENIbHOI.

Taxoke crieayeT pa3nuyaTh JIEKTPOHHBbIE (UAaTHBIE AEHBI'M (PaBHBI rOCYJapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbBI TOCYJapCTBEHHBIM BaJIIOTaM).

OCHOBHbIE COBETbI MO BEE3OMNACHOW PABEOTE C 3/IEKTPOHHbIMW OEHBIAMMU:

1. TlpuBsxu k cuery MOOMIBbHBIN Tene@oH. DTO caMblii YAOOHBIM U OBICTPBHIN CIOCOO
BOCCTaHOBUTBH JOCTYN K cueTy. [IpuBs3aHHBINA TenedoH MOMOXKET, eciau 3a0yielib
CBOU IUIATEKHBIM MapoJib WX 3alJCIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcmons3yii oqHOopa3oBkie maponu. [locne nepexoma Ha yCHIICHHYIO aBTOPHU3AIUIO Te0e
yke He Oy/IeT yrpoXaTh OMAaCHOCTh KPa)Xu HIIK TiepexBaTa IIaTeKHOTO MapoJis;

3. BwiOepu ciioxsbIl mapoib. [IpecTymHukamM OyaeT HE MPOCTO yraaaTh CIIOKHBIN
napoib. HanexxHble maposii — 3TO MapoJik, KOTOPbIE COJIEPkKAT HE MEHEE 8 3HAKOB U
BKJTFOYAIOT B CeOsI CTPOYHBIE W MPOIMUCHBIE OYKBBI, MU(GPHI U HECKOJIBKO CUMBOJIOB,
TaKWe Kak 3HaK jJojiapa, QyHTa, BOCKIHIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JTUYHBIE TaHHBIC HA CATaX, KOTOPHIM HE TOBEPSCIIb.
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JJIEKTPOHHAA MOYTA

OnEeKTpOHHAs II0YTa — 3TO TEXHOJIOTUS U MPEJOCTABISEMBIE €0 YCIYTH 110 IIEPECBHIIKE U
MIOJIyUYEHUIO AJIEKTPOHHBIX COOOLIEHMM, KOTOpBIE pPACIPEAEIAIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO  DJIEKTPOHHBIA  TMOYTOBBIM  SIMIMK  BBIJIAOUT — CIHEAYIOUIMM  00pazoMm:
UMS_TIONIb30BATEIA(@UMSL_JoMeHa. Takke KpoMme TMepeJadyd MpoCTOr0 TEKCTa, HMEeTCs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OCHOBHbIE COBETbI MO GE30MNACHOW PABOTE C 3/IEKTPOHHOWM NOYTOM:

1. Hano BBIOpaTh MpaBUIBHBIN MMOYTOBBIM CepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
O€ecCIUIaTHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIy4llIe J0BEPATh TEM, KOI'O 3HA€lllb, U KTO
IIEPBBII B PEUTHUHIE;

2. He ykaspiBaii B TUYHOW mouTe JUYHYIO WH(popMmanmoo. Hampumep, mydme BIOpaTh
«MY3BIKaTbHBIN _(panaT@» i «pok2013» BMecTo «remal3»;

3. Hcmonp3yii IByX3TaHYIO aBTOPU3ALKIO. DTO KOTJJa TTIOMUMO TapoJisi HY)KHO BBOJUTH
KO/J1, MpUChLIaeMblii 10 SMS;

4. BbiOepu cioxHbIM maposb. [ KakKAOro MOYTOBOIO SINMKA JOJKEH OBITh CBOM
HaJIeKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecnu ecth BO3MOXHOCTb HalKMCcaTh CaMOMY CBOHM JIMYHBIM BOMNPOC, MCIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yld HECKOJBKO TOYTOBBIX SIIUKOB. [IepBBIA 111 YacCTHON MEPErucKu C
ajpecaramM, KOTOPBIM Thl JOBEpsielllb. IJTO JJICKTPOHHBIA aapec He HaAo
WCTIOJIB30BATh MPU PETUCTPAIIMH HA POpyMax U calTax;

7. He otkpsiBail ¢aiiibl U Ipyrue BIOKEHHs B MHUCbMaX Ja)ke €CIM OHU MPUIILTU OT TBOUX
npy3eil. Jlydiie yTouHu y HUX, OTHPABIISUTN JIU OHU Tebe 3TH (ailbl,

8. Ilocne okoH4aHus pabOTHI HA TOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKJIAJIKH C CAUTOM
He 3a0y/p HaKaTh Ha «BBIATHY.

RUBEPBYNNURHT TN BUPTYAJIbHOE
N3OEBATEJ/IbCTBO

KubepOynnuar — mpecnegoBaHuE COOOIICHUSIMHU, COJEPKAIIUMH  OCKOPOJICHMUSI,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMANIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBUCOB.

OCHOBHbIE COBETblI MO BOPbEE C KUBEPBY/T/TUHTOM:

1. He Opocaiica B 60ii. JIyummii cnoco0: mocoBeToBaThCsl Kak ceOs BECTH M, €CIIM HET
TOTO, K KOMY MOXHO OOpaTHThCS, TO BHAYayle YCHOKOWThCS. Ecnm Tl HayHem b
OTBEYaTh OCKOPOJICHHSIMH Ha OCKOPOJICHHS, TO TOJBKO €IIe OOJIbIIe Pa30XIKellb
KOH(QJIUKT;

2. Ymupasnusii cBoelt kuGeppemnyraiuei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHHTb, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;
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He crout BecTn Xynuranckuii o0Opa3 BUPTYaabHOM KU3HHU. IHTEpHET UKCUPYET BCe
TBOM JICHCTBUS U COXPAHSET UX. Y NaTUTh UX Oy/IeT KpaliHe 3aTpyAHUTEIHHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit eanHn4HbIN HeraTHB. OHOPa30BbIe OCKOPOUTEIBHBIE COOOLICHHUS JIyUIlIe
UrHoprpoBaTh. OOBIYHO arpeccHst MPEeKpaIIaeTcs Ha Ha4YalbHOM CTa/Iny;

ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITHAJIbHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKUPOBKHM OTIPABKU COOOIIEHUI C OMNpeesieHHbIX
aJpecoB;

Eciu Thl cBugerens kubOepOysuinHra. TBOWM JE@HCTBUS: BBICTYNHTH IPOTUB
IpecieaoBareisi, IOKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETaTUBHO,
MOJIEPKATh KEPTBY, KOTOPOM HYXKHA IICHMXOJIOTMYECKAs IIOMOIb, COOOILUTH
B3pOCIIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MOBW/IbHbIN TENE®OH

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCIIbIN (DYHKIIMOHAT,

U Tenepb OHM MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMU KoMmmbioTepamu. OOHaKo, CpeicTB

3alIUThI JJIA HOZIO6HI>IX YCTPOﬁCTB IIOKa O4YCHb MaJio. TGCTI/IPOBaHI/IG " ITOUCK y513BI/IMOCTeI71 B HUX

MMPOUCXOAUT HC TaK MHTCHCHUBHO, KaK IJId HK, TO 7K€ CaMOe KacaeTcs i MOOMIILHBIX HpHJIO)KCHHfI.

CoBpeMeHHBIE MOOWIIBHBIE Opay3ephl YK€ MPaKTUYCCKU JIOTHAIM HACTOJIBHBIC aHAJIOTH,

OJTHAKO paciupeHue (YHKIHMOHAJA BJIEYET 3a COOOH OOJBIIYIO CIOKHOCTH W MEHBIIYIO

3alIMIICHHOCTD.

I[aJIGKO HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT O6HOBJICHI/I$I, 3aKpPbIBAIOIIUC KPUTUUCCKHC

YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHbIE COBETbI 4714 BE3SOMACHOCTU MOBWUNbHOIO TENEDPOHA:

1.

Huuero He aBnsieTcs no-HacrosieMy OecruiaTHbIM. bynib ocTOpokeH, Bellb Korjaa Tede
npeJularaloT OecIulaTHhI KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKHe-TO IUIaTHBIE
yCIIyTH;

Hymaii, npexe ueM otnpaBuTb SMS, ¢poto unu Buzaeo. Thl TOYHO 3HaEllb, I7I€ OHU
OyayT B KOHEUHOM HTOTE?

Heo0xo1uMo 0OHOBIIATE ONEpPallMOHHYIO CUCTEMY TBOETr0 cMapT(dhoHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JIsI MOOMIIBHBIX TeN1e(OHOB;

He 3arpyxail npuokeHus: OT HEU3BECTHOIO UCTOYHHKA, BEb OHU MOTYT COJEPKATh
BPEIOHOCHOE NMPOrpaMMHOE 00ecTIeYeHuE;

ITocne Toro kak Thl BBIHACHIL C CaiiTa, IJIe BBOJWI JUYHYIO MH(OpPMAILNIO, 3aii1 B
HacTpoiku Opaysepa u ynanu cookies;

[leproanuecku npoBepsii Kakue MIaTHbIE YCIYTd aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOIl HOMEp MOOMJILHOTO Tele(OoHa TOJBKO JIFOMISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JTOBEpSEIIb;

Bluetooth nomxen ObITh BBIKIIIOYEH, KOTJa Thl UM He moib3yemibcs. He 3a0biBait
MHOTJa MPOBEPATH ITO.


http://gimn-keg.ru/setevichok.htm

ONLINE UTPbI

CoBpeMEHHBIE OHJIAWH-UIPBl — 3TO KPACOYHBIC, 3aXBaTbIBAIOLIME pPa3BICUYCHUS,
00BEAMHSIONINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,
00LIat0TCs IPYT € APYTOM, BBIIOJIHSIOT 3ajaHMsl, CPAYKAIOTCS C MOHCTPAMU U [TOJIy4aroT OIBIT. 3a
yIIOBOJIBCTBHUE OHHM IUIATST: MOKYMAIOT JUCK, OIUIAYMBAIOT a00OHEMEHT HJIM MPUOOPETAI0T KaKue-
TO OILUHU.

Bce atm cpenctsa uayr Ha NOAAEpKAHWME WM Pa3BUTHE WUIPHI, a TaKKe Ha camy
0€30MaCHOCTh: COBEPILIEHCTBYIOTCS CHCTEMBI aBTOPM3ALMM, BBIIYCKAIOTCS HOBBIE IaT4H
(unpoBbIe 3aIIATKU AJISL IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT oOIlacaTbCd HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO IMapoJid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlINU OOJIBIIMHCTBA urp.

OCHOBHbIE COBETbI MO BE3OMACHOCTW TBOETO MTPOBOIO0 AKKAYHTA:

1. Ecnu apyroii urpok Bener ce0s II0X0 WM CO3AaeT Tebe HeNPUATHOCTH, 3a0I0KupyH
€ro B CIUCKE UI'POKOB;

2. lloxamyiics agMMHUCTpaTOpaM UIpPbl Ha IUIOXO€ IIOBEJEHHE 3TOr0 HIPOKa,

KeTaTeJIbHO MPUIIOKUATH KaKUe-TO I0OKA3aTeIbCTBA B BU/IE CKPUHOB,;

He yka3bIiBaii muunyto nHpopManuio B mpodaiiie urpsl;

VYBaxkail Ipyrux y4aCTHUKOB I10 UT'PE;

He ycranaBnuBaii Heo(huIuanbHbIe TATYH U MOJIBI;

Vcnonb3yit clokKHbIE U pa3Hble MapoJy;

No ok~ ow

[[axce BO BpEMs HUI'PbBlI HEC CTOUT OTKJIIKOYATH aHTHUBUPYC. Iloka TBI HUrpacuib, TBOU
KOMIIBKOTEP MOT'YT 3apa3uTh.

OULNHT UTN KPAXKA NTNYHBIX
OAHHDbIX

OObIYHOM Kpaskel JEeHEer M JOKYMEHTOB CEroJiHA YK€ HHKOTO HE YJIWBHIb, HO C
pPa3BUTHEM HHTEPHET-TCXHOJOTUN  3JIOYMBILIJIEHHUKM IEPEMECTHIINCh B HMHTEPHET, U
IPOIOJDKAIOT 3aHUMAThCS «TIOOMMBIMY JI€TIOM.

Tak mosiBUIach HOBasl yrpo3a: WHTEPHET-MOLICHHUYECTBA WIM (DPUILIUHT, TJIaBHAs 11EJb
KOTOPOT'O COCTOMT B IOJIyY€HUH KOH(UICHIMAIBHBIX JAaHHBIX I0JIb30BaTele — JIOTUHOB U
naposieii. Ha anrnumiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBins,
password — mapoJis).

OCHOBHbIE COBETbI MO BOPbBE C PULLNHTOM:

1. CHG}II/I 3a CBOMM aKKayHTOM. Ecimu TBI moao3peBaciib, 4YTO TBOSA aHKETa ObLIa
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MO>KHO CKOpEEe;
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2. Hcnonp3yii 6e30macHbIe BeO-CalThl, B TOM YHCJI€, HHTEPHET-Mara3uHoB U MTOMCKOBBIX
CHCTEM;

3. Hcnonp3yii cioxHbIE M pa3Hble Mapoid. TakuMm o0pas3om, eciau TeOsi B3JIIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnu te0s B3I0MaIH, TO HEOOXOIUMO MPEIYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no0aBjeHbl y TeOsl B OPY3bsiX, O TOM, YTO TeOs B3JIOMajd U, BO3MOXKHO, OT TBOETO
MMeHU Oy/IeT pacchbuIaThCs CIaM M CChUIKHM Ha (DUITMHTOBbIE CAlThI;

5. Ycranosu HaaexHbIi maposb (PIN) Ha MoOuIBHEIH TeedOH;

Sk

Ortkiroun coxpaHeHue napoiis B Opaysepe;
7. He oTkpeiBaii paiiiasl U qpyrue BIOKEHUS B MMChMAaX JJa)kKe €CJIM OHH NMPHUIIUIA OT TBOUX
npys3eit. Jlydine yTouHd y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (Paiiibl.

LNDPPOBAA PEMNYTALUNA

[udposas permyramus - 3TO HEraTUBHAs WM MO3UTHBHAs WH(poOpManus B ceTu o Tebe.
Komnpomerupyromas nHpopmanysi, pasMelleHHas B UHTEPHETE MOMKET Cepbe3HbIM 00pa3oMm
OTpa3UThCS HA TBOEH peanbHOU xu3HU. «LludpoBas penmyranus» - 3T0 TBOW UMUK, KOTOPBIH
dopmupyetcs u3 nHGopMaIK 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘le6LI, TBOC (I)I/IHaHCOBOe ITIOJIOKCHUC, 0COOEHHOCTH XapakKTepa
" pacCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICICHHO OTHOCSTCS K IMyOJMKAIMK JIUYHON MH(pOpMAIK B
HuTepHeTe, HE MOHMMasi BO3MOKHBIX MOCEACTBUM. ThI 1aXke HE CMOKELIb J0ralaTbCsl O TOM, YTO
¢dororpadus, pasmelieHHas 5 JeT Ha3a/l, CTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienue TBoux potorpaduil u Apyrue AeHCTBUS MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOrO, KaK Thl UX YAaJIHIIb. Thl HE 3HACIIb, KTO COXPAaHUII 3Ty HHPOPMALIKIO, Tonaa
JU OHA B IOMCKOBBIE CHCTEMbl M COXPAHMJIACh JM OHA, a IJIaBHOE: YTO MOAYyMalT O Tede
OKPY>KaIoIIlee JIFOU, KOTOpbIe HAAYT U YyBUAAT 3T0. HaliTu MHpOpMaNU0 MHOTO JIET CIyCTS
CMOJKET JIH000M — Kak U3 JOOPbIX NOOYKIEHHH, TaK U C HAMEPEHUEM NTPUUYUHUTD BPEJ]. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHbIE COBETbI MO 3ALLMTE UMOPOBOM PEMNYTALMUMN:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJWMKOBaTH W MepeaaBaTh y cebs B OJiore WiH B
COLIMAJIbHOM CeTH;

2. B mactpoiikax mpodis yCTAaHOBH OTPaHUYCHUS HA TPOCMOTP TBOETO MPOMHUIIST U €ro
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yka3biBail nH)OpMAIIHIO, KOTOPask MOXKET KOTro-TM00 OCKOPOJIATH
WA OOMXKAaTh.
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ABTOPCKOE lMPABO

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHBIE MI0JIb30BATEIM LIUPPOBOro npocrpancTBa. O1HaKO
JIaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXXKHOCTSMHU ITU(PPOBOTO MUpa TpeOyeT
COOJIIOJICHHSI TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMuH «HMHTEIUIEKTyanbHAsi COOCTBEHHOCTB» OTHOCHUTCS K Pa3IMYHBIM TBOPCHHSM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyrd, W 3aKaH4YMBasg KHHUramu, QororpadusMu, KUHOQWIBMaMU U
MY3BIKJIbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE IIpaBa — 3TO IPaBa Ha UHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHMUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KaU€CTBE rapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HEe OyJeT HampacHBIM, JACT €My CIIPaBEINBbIC
BO3MOXKHOCTH 3apa00TaTh Ha Pe3yJIbTaTaX CBOETO TPYAA, MOIYYUTh U3BECTHOCTb U IPU3HAHUE.
Huxkro 6e3 pa3pelienus aBTopa He MOXET BOCIIPOU3BOJMUTH €ro MPOU3BEICHHUE, PACIIPOCTPAHSATS,
nyOoJIMYHO JI€MOHCTPUPOBATh, NpPOAAaBaTh, WMIOPTHPOBATH, IyCKaTb B IPOKAT, IYOJUYHO
UCIIOJIHATD, IOKA3bIBaTh/UCHIOIHATH B 3(Hpe WK pa3meriaTsh B IHTepHeTe.

Hcnonp3oBanue «IHUPATCKOIro» IIPOrpaMMHOI0 obecreyeHnss MOXKET IIPpUBCCTU K MHOT'HUM
puckam: OT HOTCPHU HAHHBIX K TBOUM dKKayHTaM 10 6J'IOKI/IpOBKI/I TBOCT'O YCTPOﬁCTBa, rac
YCTaHOBJ'ICHHHﬁ HC JICrajibHad IIporpamMma. He crout Taxxke 336BIB8.TB, 4TO CYHICCTBYCT
JIeTaJIbHEIE U OeCIIaTHBIE IIporpaMmbl, KOTOPBIC MOKHO HalTH B CETH.

O MNMOPTAJIE

CETEBMYOK.P® — TBOW TNIABHbIM COBETYMUK B CETWU. 3A4ECb Tbl MOMXELWb Y3HATb O
BE3OMACHOCTM B CETWU MNOHATHbIM WU AOCTYMNHbIM A3blKOM, A MMPW BO3HWKHOBEHWUWU
KPUTUYECKOW CUTYALUU OBPATUTLCA 3A COBETOM. A TAKXKE NMPUHATb YYACTUE B KOHKYPCAX
N CTATb CAMbIM LN®POBLIM FTrPAXAAHUHOM!
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