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YBenomneHue

3TOT [OOKYMEHT TMPEOOCTABNAETCA MO MPUHLMMNY "KAK ECTb", BE3 KAKUX-NMBEO TAPAHTUN, $ABHbIX,
NOAPA3YMEBAEMbIX WNA 3AKOHOOATENBbHO NMPEOYCMOTPEHHbLIX. BECb PUCK 3A KAYECTBO, MPABUIIbHOCTb,
TOYHOCTb U MNONHOTY COAEPXMMOIro OAHHOIO OOKYMEHTA JNIEXXUT HA BAC. COOEPXWMMOE 3TOMO AOKYMEHTA
MOXET BblTb HETOYHbIM, HEMPABUIbHbIM, HEQEMCTBUTESIbHbIM, HEMOJHLIM U/WINY BBOOALLMM B 3ABNY>KOEHVE.
HW TP KAKMX OBCTOATEJIbCTBAX HW ABTOP 3TOro MPOrPAMMHOIO OBCEMEYEHUA UM OOKYMEHTALUMN, HU
NMOBOV COOTBETCTBYIOWWA BRALENEL, ABTOPCKUX TMPAB, HUKTO [PYIOW, KTO MOXET KOMWPOBATb W/
PACMNPOCTPAHATbL [OAHHOE MNPOrPAMMHOE OBECMEYEHWME WNW  OOKYMEHTALMIO, HE HECET HWKAKOMN
OTBETCTBEHHOCTW HW TMEPEJ BAMW, HW TMEPEL KEM-IMBO ELWE 3A JIOBbIE YBbITKM, BKIKOYAA (HO HE
OMPAHVYMBAACH 3TUM) MIOBLIE HEMOCPEACTBEHHbLIE, KOCBEHHBIE, OBLUWE, OCOBbLIE, CIYHYAMHBIE, WTPA®HLIE,
KAPATEJIbHbIE WNW MNOCNEAYOWMWE YBbLITKMA (BKNKOYAA, HO HE OrPAHUYMBAACL 3TUM, MOBPEXOEHWE WA
MOTEPIO OAHHbIX, NIOBLIE BALWW MOTEPY UMW KOrO-NIMBO ELLE, HEBO3MOXHOCTb PABOTbI 3TOIr0 NPOrPAMMHOIO
OBECMNEYEHNA C NIOBELIM APYTM MNPOOYKTOM, OBMEH TOBAPOB UIM YCNYT, MPEPLIBAHNE BU3HECA) B PE3YJIbTATE
OOrOBOPEHHOCTW, OOMIA, MPABOHAPYLUEHUSA (BKITKOYAA, HO HE OTPAHUYMBASACH 3TUM, XANATHOCTbL) UNN UHBIM
OBPA30OM, BO3HUKLWWME BCNEACTBUE WUCMNONb3OBAHUA, KOMNPOBAHWA, MOONOUKALIMK UK (PE)ONCTPUBYLINKA
JAHHOIro TMPOrPAMMHOIO OBECMEYEHMA WINKW OOKYMEHTAUMW  (MNN UX YACTW), JIMBO HEBO3MOXHOCTU
NCMOJIbBOBAHMA OAHHOIO TMPOrPAMMHOIO OBECMEYEHVA WK OOKYMEHTAUMW, OAXE ECIIM  TAKUE
NMOBPEXAEHNA (MW BO3MOXHOCTb TAKMX TMOBPEXAOEHNA) MPOMHO3NPOBAIIMUCL W  (BblI) WU3BECTHbI
(CO)ABTOPY, BNALENLLY MHTENNEKTYANbHOW COECTBEHHOCTMW UITU KOMY-JIMBO ELLE.

YCTAHABIIMBAA, 3AMNYCKAA, WCMNONb3YA, KOMPYA, PACMNPOCTPAHAA WMWK MOOUOUNLUMPYA  OAHHOE
MPOrPAMMHOE OBECINEYEHME, BKNIOYAA, HO HE OTPAHUYMBAACH 3TUM, EFO JOKYMEHTALMIO, MOJIHOCTbLIO NN
YACTWYHO, Bbl TEM CAMbIM MOATBEPXXOAETE CBOE COIMIACME CO BCEMW TEPMUHAMW N YCNOBUSIMU NNLIEEH3WN
TRUECRYPT, MOJHbIY TEKCT KOTOPOW COLEPXWTCA B ®AWME License.txt, BKMKOYEHHOM B AWCTPUBYTWBHBLIE
MAKETbI TRUECRYPT C BUHAPHBLIMY ®ANTIAMU N UCXOLHBIM KOOOM.


http://www.truecrypt.org/
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NMPEAUCITIOBUE

O6paTtnTe BHUMaHWE, YTO XOTSA BOMbLUMHCTBO pa3gernioB B 3TOM OOKYMEHTE B LeNIOM NMPUMEHMMO KO BCEM
Bepcuam TrueCrypt, HekoTOpble pasfgenbl agpecoBaHbl, MaBHbIM 00pa3oM, Mofb30BaTeNsM BepCUm
TrueCrypt ona Windows. Takum o6pa3oM, MHOpMauuss B HUX MOXET HE COOTBETCTBOBATb BEPCUAM
TrueCrypt anss Mac OS X un Linux.

BBeoeHue

TrueCrypt 310 NporpammHoe obecneyeHne, npegHasHa4YeHHOe sl CO34aHUsa TOMOB (YCTPOWCTB
XpaHeHUs AaHHbIX) U paboTbl C HUMK C UCMOMb30BaHMeM LWNpoBaHUsa Ha neTy (on-the-fly
encryption). LUndpoBaHue Ha neTy o3HavyaeT, YTO AaHHbIE aBTOMAaTUYECK/ 3aunMpoBbIBaOTCA
HernocpeACTBEHHO Nepe 3anncbio X Ha ANCK U paclunMpoBLIBaAOTCA Cpasy Xe nocre mx
3arpysku, T. e. 6e3 kakoro-nnbo BmelLaTenbCcTBa Nonb3oBaTens. Hukakve gaHHble, XpaHswmecs B
3aWwmdpoBaHHOM TOME, HEBO3MOXHO NpoynTaTh (pacwmdpoBaTtb) 6€3 NpaBMIbHOMO yKkasaHns
naponsa/knio4veBbIX hannoB Unn NpaBuIbHbIX KoYen WwudpoBaHud. MonHOCTbIO WndpyeTca BCs
dannoBas cuctema (MMeHa annoB 1 Nanok, CoaepPXXMMoe Kaxaoro ganna, ceobogHoe MecTo,
MeTadaHHble 1 ap.).

dannbl MOXXHO KOMMPOBaTb CO CMOHTMPOBaHHOro Toma TrueCrypt n Ha HEro TOYHO Tak Xe, Kak n
npuv Ucnornb3oBaHUN N60ro 0bbIMHOrO Ancka (HanpumMmep, C MOMOLLLIO nepeTacknsaHus). MNpu
YTEHUN UM KONUPoBaHUN 13 3alimdpoBaHHoro Toma TrueCrypt dhannbl aBToMaTUYECKN Ha NETY
pacwmndposbiBatoTes (B namats/O3Y). AHanornyHo, dansnbl, 3anncbiBaemble UM KONnupyemble B
ToM TrueCrypt, aBTOMaTHyeckn Ha neTy 3awmdposbiatoTca B O3Y (HenocpeacTBEHHO nepen ux
coxpaHeHueMm Ha guck). ObpaTuTe BHMMaHWe, 3TO He 03HaYaeT, YTo nepeq
WwndpoBaHuem/gewmncpposaHnem B O3Y gomkeH HaxoauTbes eecb obpabaTtbiBaembl oans.
Hukakon gononHutensHon namatu (O3Y) ana TrueCrypt He TpebyeTca. nntocTpaums Toro, Kak
BCE 310 paboTaeT, npuBeaeHa B criegyowem absaue.

Mpegnonoxum, y Hac ectb Buaeodann gopmara .avi, xpaHawmicsa B Tome TrueCrypt
(cnepoBaTtenbHO, 3TOT BUAEOMan NofHOCTLIO 3awwmndpoBaH). [Nonb3oBaTenb ykasbiBaeT
npaBuibHbIN Naponb (W/unu knoyeson dann) n MoHTUpYeT (oTkpbiBaeT) ToM TrueCrypt. Korga
nonb3oBaTenb ABaxAbl WENKaeT MbILbO MO 3HAYKy 3TOro Buaeodpanna, onepaumoHHas cuctema
3anyckaeT NpuroXeHue, accoummpoBaHHoe ¢ harinamm Takoro Tuna — B JaHHOM criyvae 370, Kak
npaBuno, MynbTUMEUNHbIA NpourpbiBaTesb. 3aTeM MyNbTUMEOQNNHBLIN NPOUrpbIBATENb HAYMHAET
3arpyatb ManeHbKylo HadanbHyt 4YacTb Buaeodamnna m3 sawmgposaHHoro Toma TrueCrypt B
O3Y (namaATb), 4TOOLI NPUCTYNUTL K BOCNpou3BeaeHnto. Bo Bpemsa 3arpysku yactu canna
TrueCrypt aBTOMaTnyeckun paclumdgposbiBaeT eé (B O3Y), nocrne yero paclumdpoBaHHasa YacTb
BMaeo (xpaHsawasnca B O3Y) BocnpousBoanTcs meagnanpourpeiatenem. lNoka ata yactb
BOCMPOU3BOANTCS, MeananpourpbiBaTesib Ha4MHaeT CYNTbIBATb CAPYryt0 HEGONbLUYIO YacTb
Buaeodanna m3 sawmndgposaHHoro toma TrueCrypt B O3Y (namsaTh), M npoLecc NoOBTOpSAeTCS.
[aHHasa onepauns HasbiBaeTcs WndpoBaHnem/aewmdpoBaHMeM Ha NeTy, oHa paboTtaeT ans
¢annoB nobbIX TUNOB (HE TONbKO BUAEO).

O6paTtute BHumaHue: TrueCrypt HMKOrga He COXpaHSeT Ha AUCKE HUKAKUX AaHHbIX B
He3alwmnppoBaHHOM BUAE — TakMe AaHHble BPEMEHHO XpaHATcs Torbko B O3Y (onepaTuBHOM
namaTn). Jaxke korga TOM CMOHTUPOBAH, XpaHAaLWMeca B HEM AaHHbIE NO-NpeXHeMy OCTaloTCs
3awmdposaHHbiMu. MNpn nepesarpyske Windows unu BeIknovYeHUM KOMMbOTEPa TOM byaeT
pasMOHTUPOBAH, a XpaHsaLmrecs B HEM (pannbl CTaHyT HEAOCTYMHbIMU (M 3aIMGPOBAHHBIMN).
Haxe B cnyyae HenpeaBuaeHHOro nepebos nutaxHusa (6e3 npaBubHOrO 3aBepLueHns paboThbl
CUCTEMbI), XpaHALLMecs B TOMe (halrnbl OCTaHyTCA HEQOCTYNHbIMU (M 3alMdpoBaHHbIMK). YTOObI



NOMy4YMTb K HUM JOCTYN BHOBb, HY)XHO CMOHTMPOBAaTb TOM (M MPaBWIbHO yKasaTb Naporib u/unm
knoyeBoun dhann).

PYKOBOACTBO Aansd HoOBUYKOB

Kak co3paTtb 1 ucnonb3oBaTb KoHTenHep TrueCrypt

B aToi rmaBe cogepkatcsa nowaroBble MHCTPYKLMM O TOM, Kak cCO34aBaTb, MOHTMPOBATb U
ncnonb3oBatb ToM TrueCrypt. Mbl HACTOSITENBHO BaM pPEKOMEHAYyEM TakkKe 03HAaKOMUTLCS C
APYrMMun pasgenamu JaHHOro pykoBOACTBA, TaK Kak OHU CoAepXaT BaXHY MHopmauumio.
Aran 1:

Ecnu Bbl aTOro ewé He caenanu, 3arpysute un yctaHosute TrueCrypt. 3atem 3anyctute

TrueCrypt, aBaxagb! WENKHYB no danny TrueCrypt.exe nnu no apnbiky TrueCrypt B MeHto «llyck»
B Windows.

AtAn 2:

E¥ TrueCrypt - IEIlEl

Toma Cuctema WsbpanHoe Cepeuc HacTpolik  Cnpaeka Bef-cTpaHuua
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¥ He coxpaHsaTe McTopiio

OnepawaM c ToMaMM | YoTpoicTED. .. |

CHMOHTHUPOBaTE ABTOMOHTHMPOBaHWE PazMoOHTHpOBaTL BCE ” Beixoa H

HomkHo nosBuTbCsa rnaBHoe okHo TrueCrypt. Haxxmute kHonky Co3paaTb TOM (Ha uUnncTpaumm
OHa BblgeneHa KpacHbIM).






Atan 3:

" Macrep cosgamn rowon Truccrypt Il

Mactep cosmanus toMmoe TrueCrypt

¥ Cozpatb zawwdpoBaHHblil hailnoBLIil KOHTeiiHep

C0303Th BUPTYANEHEIA 38WMDP0BaHHEIN DMCK BHYTPW iaina.
PeroMEHA YETCA HEOMBITHBIM NONb30EATENAM,

MNogpobHes
" ZawndposaTe HecHCTeMHBIN pasgen/onck

JawnhpoBaTe pazaen fes OC Ha BHYTPEHHEM [BHELLHEM OMCKE
(Ha "tinswke’ v Ap.). JononHUTENBHD - CO3A&TE CKPRITEIA TOM,

" ZauwmdposaTh pasgen WM BECE OMCK C CHCTEMOH

JawndpoBaTe pazaen oMK, rie ycTaHoBneHa Windows,
Mepen KEaoi sarpy3skoi Windows HywHo ByaeT EBDAMTE
naponk AnA 4ocTyna K OC, CYMTRIBEHMA M 3anMod Qannos 1
T.4. JononHUTeNsEHD - Co308Th CKpeITyiD OC,

MogpobHes o wdPoOBaHAM CUCTEME

---- anasﬁ.a """" = Hazag OTMeHa |

D,OJ'I)KHO noABUTbCA OKHO MacCTepa co3gaHunsa TOMOB TrueCrypt.

Ha atom aTane Ham HyHO BblbpaTb MecTo, rae 6yaet co3gaH Tom TrueCrypt. Tom TrueCrypt
MOXET HaxoauTbcs B dpanne (Takke UMEHYEMOM KOHTEMHEPOM), B pasaene unm Ha amncke. B atom
npumepe Mbl BbibepeM NepBbIi BapuaHT 1 co3gaaum ToMm TrueCrypt BHyTpu danna.

Mockonbky 3Ta onuusi BelbpaHa no ymMonyaHuto, NpocTo HaxkmumaeMm KHorky Oanee.

I'IpmmeanMe: Ha UnnicTpaumax cnegyrnumnx 3tanoB NnokadaHa ToJIbKO npaBad YaCTb OKHa MacTtepa.



AtAn 4:

Tum Toma

{* OBGbiunb Tom TrueCrypt

BrifepuTe 3TY onuMio, Y4Tobbl Cco3AaTh ofkMHBIN ToM
TrueCrypt.

™ CkpoiToiil Tom TrueCrypt

MoET Tak CAYYMTbOA, YTO KTO-TO BbIHYAWT Bac coobmTs
Naponk oT aWMbpoBaHHOro ToMa. B paae aiTyawai esl
MPOCTO HE CMOMETE OTKE33TLCA BELGATE Napont (HanpuMep,
NpW BeIMOraTenscTEe). B noaofHeIX cnyYaax NOMOKET Tak
HE3BIEAEMEIN 'CHPBITRIA TOM', NOZBONAMIWMA HE BEIAAEATE
NaponaA K ASACTEMTENBHD LEHHBIM A&HHBIM,

Y7o TaKkoe 'tKDbITHIN TOM'?

Cnpaeka < Hazaa

OTMeHa |

Cenyac Ham Hy>XHO BblOpaTb, kakon ToM TrueCrypt Mbl XOTUM co3aaTb — OObIYHbIN NN CKPbITBIN.
B aTom npumepe mbl Bbibepem nepBbIvi BapuaHT 1 co3gaamm obblyHbii Tom TrueCrypt.

I'Iocxoany 3Ta onuuA Bbl6paHa Nno yMOJT4aHUIO, NMPOCTO Ha*XMMaeM KHOIMKY ODanee.
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AtAn 5:

PazmemneHue ToMa

I j dain... I

¥ He coxpaHaTe McTopuio

Tom TrueCrypt MoseT HaxoanTecA B daiine (KoHTefHepe’
TrueCrypt) Ha #EcTkoM Aucke, dnaw-HakonuTene USE 1 1.0,
KoHTeltep TrueCrypt H4em He oTnuyaeToA ot nioboro gpyroro
obkMHOro haina (HaNpUMER, ero MOMHO NEPEMELLETE MK
YOANATE Kak 1 npodue daliine!). HaxmuTe kHonky Bribpate dain’,
yToDEl YKE38TE MMA U MY TE K CO30aEacMoMy Qainy -KoHTeRHepy
IANA ¥PEHEHWA HOBOMD TOMA.

BHMAHWE: Ecri Bel BeibepeTe ye umetowminca dain, TrueCrypt
HE zawwbpyeT ero; 3ToT dain OyaeT yaanéH 1 3aMeHEH BHOBb
CO348HHEIM KOHTERHEpoM TrueCrypt, Bl cMoxeTe sawmbposaTe
WMEtDLLMeCA halinkl (BNocnencTBuK), NEPEMECTHE WX B
CO3AEEaEMEIN CeMYaC KoHTeRHep TrueCrypt,

Cnpaeka = Hazan Adanee = OTMeHa |

Ha atom atane TpebyeTca ykasaTb MeCTO co3gaHunsa Toma (pannosoro koHTerHepa) TrueCrypt.
O6paTtnte BHMMaHue: kKoHTenHep TrueCrypt HU4eM He oTnmyaeTcs OT Nboro Apyroro 06bLIYHOrO
hanna. Hanpumep, ero MoOXXHO NnepeMecTuUTb N yaanuTb Kak nobon apyron obblYHbIN dawn.
Takke emy notpebyetcs nma panna, KoTopoe Mbl Bbibepem Ha cnegytollem atane.

HaxmuTte kHornky dann.

MosiBnTCS CTaHAapTHOE AnanoroBoe okHO Bbibopa dannos Windows (npy 3TOM OKHO MacTepa
CO3[aH1s TOMOB OCTaHETCs OTKPbITbIM B (DOHE).

11



d1An 6:

Danra: =) Mow nokymenTs |j = =% EH-

Mma eaitra: By Volume] [~| I CoxpaHiTe I
Tvn gaiira: IEh::a @aine °%) j OTmena |

7

B aTom pykoBoacTtee Mbl co3gagmm Haw Tom TrueCrypt B nanke D:\My Documents\ n npucsomm
ToMy (panny-koHTenHepy) uma My Volume (kak noka3aHoO Ha UnncTpaumm Beiwe). Pasymeercs,
Bbl MOXeTe BblbpaTb ntoboe apyroe umsi 1 pasmelleHme danna (Hanpumep, NOMECTUB €ro Ha
dnaw-6penok USB). ObpatuTte BHUMaHue, 4to darna My Volume noka He cywecTByeT —
TrueCrypt ero cosgacrt.

BAXHO: UmeinTe B BUAY, uto TrueCrypt He GyaeT wndpoBaTb HUKAKUX UMEIOLLMXCS
c¢annos (npu cospaHunmn channa-koHtenHepa TrueCrypt). Ecnu Ha paHHOM 3Tane BbIOpaTh
KaKon-nuobo yxe cyllecTBylowumn dansn, oH byaeTt nepesanncaH u 3aMeHEH HOBbIM
co3AaHHbIM TOMOM (T. €. nepe3anucaHHbin ann byaeT YHUYMOXKeH, a He 3almngpoBaH).
3awudpoBaTtb MMerowmecs cainbl Bbl CMOXETe No3aHee NYTEM nepemMeLleHUs UX B TOM
TrueCrypt, KOTOpbIX MbI ceiyac co3gaém.’

BbiGepute B hainnoBom OKHe Xenaemblivi NyTb (MeCTOo, r4e Bbl XOTUTE CO34aTb KOHTENHEP).

B none Umsa danna BBegute nMs, KOTOPOE Bbl XOTUTE AaTb Panny-KOHTENHEDPY.

HaxmunTe kHonky CoxpaHUTb.

®dannoBoe OKHO A0MKHO NCHE3HYTh.

' OBpaTnTe BHUMaHMWE: MOCre KOMMPOBaHUSA MMEHLLMXCS He3alwmndpoBaHHbIX daisios B Tom TrueCrypt ncxogHsle
(haiinbl cnegyeT HaoéXHO yaanuTh (3aTepeTb) C MOMOLLbIO CeLnanuampoBaHHbIX YTUUT (MHOMME 13 HUX BecnnaTtHbl).

12



Ha cnepytowmx atanax Mbl BEpHEMCS B OKHO Mactepa co3gaHusa TomoB TrueCrypt.
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Atan 7:

PazmerneHue ToMa

I D '\WMon gokymerTe My Volume j dain. .. |

¥ He coxpaHaTe McTopuio

Tom TrueCrypt MoseT HaxoanTecA B daiine (KoHTefHepe’
TrueCrypt) Ha #EcTkoM Aucke, dnaw-HakonuTene USE 1 1.0,
KoHTeiHep TrueCrypt HUYEM HE OTNMYEETCA OT MKoboro Apyroro
obbiMHOro aina (HaNpUMED, Ero MOMHD MNEPEMELLETE MM
YOANATE KaK 1 npodue daline!). HaxmuTe kHonky Bribpate dain’,
yToDEl YKE38TE MMA U MY TE K CO30aEacMomy Qainy-KoHTeRHepy
ANA ¥PEHEHIA HOBOra TaMa.

BHIMAHIWE: Ecrm Bol BeibepeTe ye umetowminca dain, TrueCrypt
HE zawwbpyeT ero; 3ToT dain GyaeT yaanéH 1 3aMeHEH BHOBb
CO3ASHHEIM KOHTERHEpoM TrueCrypt, Bl cMOETE 3aWMpPoBEaTe
MMelowmecd dalinel (ENocnegcTeMn), NEPEMECTHME MX B
CO3AEEaEMEIN CeMYaC KoHTeRHep TrueCrypt,

Cnpaeka = Hazan OTMeHa |

B okHe macTepa cosgaHna ToMOB HaxkmuTe Oanee.

O1An 8:

HacTtpoiixu mudpoBaHua

— ANFOpMTH WMbPOBaHUA

AES - MNpoBepTE |

YreepmaéHHent FIPS (CLUA) anropute wndposanua (Rijndael,
onyAnuKoBaH B 1995 r.), paspelwEH K MpUMEHEHIID B
hegepantHelx CTpyKTYpax CLUA OnA 3aWmnThl BEmHENWER
WHDOPMALAW, 256-B1T knod, 128-6uT Bnok, 14 payHaos
(AES-256). Pexuam paboTen XTS,

MNoapobHes o AFS Fom

— ANFOQMTH XEWWDOBaHMA

RIPEMD-1a0 j CeeneHWA 0 XEW-aNropHMTHEX

Cnpaeka | < Hazan OTMeHa |

30ecb MOXHO BbIbpaTh ANs ToMa anropuTmbl LWUNPOBaHMSA 1 XelumpoBaHus. Ecniv Bbl He 3HaeTe,
4YTO Nnyywe BbiGpaTb, MPOCTO OCTaBbTE NPEANIOKEHHbIE 3HAYEHNS U HaxxmuTe [anee (Cm.
nogpoBHocTM B rmasax AnroputMbl LWMEPOBaHUSA U ANTOPUTMbI XELLMPOBAHUS ).

14



A1Aan 9:

Pazmep ToMa

B | k6 *Me B

Ha gucke D:\ ceobogno 29.85 76

YKEHMTE PA3MED COZAABAEMOMD KOHTERHEDS,

MpW CcozaaHKK AMHaMMHeckoro (pacTArMBaroWEroca’ No Mepe
ZENONHEHWA) KOHTEMHEPE, 3TOT NapaMeTp oNpedenseT ero
MEKCMMANEHEIA PazMep.

MuHMManebHER obibEéM ana Toma FAT: 292 Kb, ana Toma NTFS:
3792 KB,

Cnpaeka = Hazan OTMeHa |

30ecb Mbl YKaXXeM, 4TO XOTUM co3gaTb KoHTerHep TrueCrypt pasmepom 1 merabant. PasymeeTcs,
Bbl MOXETe ykasaTb Nobon gpyron pasmep. Nocne Toro, Kak Bbl BBEAETE HYXHbIA BaM pa3mep B
none BBoAa (OHO BblAENEHO KPACHbIM), HaXXMUTEe KHOMKy [anee.

15



A71an 10:

[Tapone ToMa

Mapons: I I

MoaTEEpAMTE: I I

[T Knrow. daiine [ 7 O =T [ |
™ Noxas napons

CYeHb BE#HO BeIBPaTE XopolWi Naponk. M3beraliTe yKasbiBaTe
NaposK M3 0AHOMD MAKM HECKONBKMX CNOE, KOTOPBIE MOMKHO HAATH B
crogape (Mnu KombHawai us 2, 3 1 4 Takx cnos). Maponk He
AOMHEH COAEMHETE MMEH MMM A&T poxaeHWA. OH AomHeH BeiTe
TPYAEH ANA YraablBaHuA, X0powKMi Napont - CiyYaiHan
KOMDMHALMA NPONMCHEIX M CTPOYHEI BYKE, wadp 1 ocobeix ciMBoNDE
(@~=%*+ut.0.).

PeroMeHa YeM BelBMPaTE NaPoNM, CocToALLME honee yeM 13 20
CMMBONOE (4EM ANMHHEE, TEM NydwWwe). MaKc, AnvHa: 64 cMeona.

Cnpaeka = Hazan OTMeHa |

Mbl NoJOLWM K OAHOMY M3 CamblX BaXKHbIX 3TAMNOB: HAaM HY>HO BbIGpaTh AN TOMa XOPOLLUA
napornb.

Kakon naponb cnefyeT cuMtaTb XOPOLUMM, HanMcaHo B 3TOM OKHE MacTepa. BHumatenbHo
npoynTanTe AaHHy0 MHopMaLnIo.

Mocne Toro, kak Bbl ONPeAennTECh C XOPOLLMM NaposieM, BBEAUTE €ro B NepBoe nore BBoaa.
3atem BBEANTE TOT XKE CaMblil MAPONb B PACMNONIOXEHHOE HMXE BTOPOE Mosle BBOAA W HAXMUTE
kHornky Nanee.

MpumeyaHue: kHonka [Janee GyaeT HeQoCTynNHa 4o TeX Nop, Noka B NMoMnsix BBoAa He GyayT BBeAeHb!
oOMHaKoBbIe Naponu.
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Atan 11:

DopMaTHPOBAHHE TOMA
— oM
Daiin, . Kn ﬂHHEMr'I-
@iin.oacT. |[FAT = | Knacrep II‘I-: yMon vI [ oo
Cnyualii. nyn: BOOE12B3BADSE3384R1891FA098834CT. v
KNy 3ar«a:
MacTep-nou:

| Ly |
Ve CropocTe Eweé |

BAMHO: XaoTH4HO NEPEMELLEATE Mblllb BHYTPM 3TOMD OKHE (4eM
AOMbWE, TEM MYYWE) - 5TO SHEYMTENEHD YEEMNHMT
KPMATOCTORKOCTE KNKYER WMhpoBaHWA,

3aTem HawMuTe PasmMeTHTe', 4Tolbl COSAETE TOM,

Cnpaska < Hazan

OTMeHa |

I'IepemeLu,a|7|Te MbILLb NMPON3BOJIbHbIM o6pasoM B OKHE MacTepa co3aaHnd TOMOB B Te€4Y4EeHUNE XOTA
661 30 CeKyHAO. Uem gonblue Bbl 6y/:1,eTe nepemMeLliatb Mbillb, TEM Nnyylwle — 3TUM Bbl 3HAYUTESIbHO
noBbICUTE KpI/II'ITOCTOIZKOCTb Krtouen LLIVI(*)pOBaHVIFI (‘-ITO YBENMNYUT NX Haﬂ,é)KHOCTb).

Haxmute kHonky PasmMeTuTh.

Cenvac gomkHo HadaTtbes co3gaHume Toma. TrueCrypt cosgacT dann ¢ umeHem My Volume B
nanke D:\Mou dokymeHmbI\ (kak Mbl yka3anu Ha aTane 6). OTOT dpann CTaHeT KOHTENHEPOM
TrueCrypt (T. €. oH BygeT cogepxaTb 3awmndpoBaHHbIn ToM TrueCrypt). B 3aBucumoctn ot
pa3mepa Toma, onepaums cosgaHme ToMa MOXeT ANUTbLCA A0BOSbHO A0Mro. 1o okoHYaHuu
nosIBUTCA crefytoLLee AnanoroBoe okHo:

Macrep cosnanna ToMmos T El

\lj) Tom TrueCrypt yCMelWHo CcosaaH.

Haxmute OK, 4TOObI 3aKpbITb 3TO OKHO.

17



Atan 12:

ToMm co3gan

Tom TrueCrypt cozaaH ¥ roToB K MONoNb30BaHWID.

ECnK Bbl XOTHTE CO3AaTh EWE 0AKH ToM TrueCrypt, HEMMUTE KHONKY
‘Hanee’. MHaqe HammuTe Beixoa'.

Beixog

Cnpaeka = Hazan I

MTaK, TonbKo 4YTO Mbl ycnelwHo cosganu Tom TrueCrypt (pann-koHTenHep).

HaxmuTe kHonKy Bbixop B okHe MacTepa co3gaHusi TomoB TrueCrypt.

OKHO mMacTepa O0MKHO UCHE3HYTb.

Ha cnepyowmx aTanax Mbl CMOHTUPYEM TOM, KOTOPbIN TOMBbKO YTO co3ganu. Cenvac mMbl AOMKHbI
ObinNn BepHyTbCA B rnaBHoe OkHO TrueCrypt (KoTopoe JOMKHO ObiTh BCE eLLé OTKPbITO, B

NPOTUBHOM Cy4ae BbINOMHMTE 3aHOBO aTan 1, 4Tobbl 3anycTutb TrueCrypt, a 3aTem nepenanTe K
atany 13).
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A1Aan 13:

E TrueCrypt - II:I|5|

Toma Cwuctema WsfpanHos Cepeuc HacTpolik  Cnpaeka Bef-cTpaHvua

Hwck | Tom | Pasmep | ANropuTH WivbpoBaHA | Tun | -
S

g 5

G H;

g

G ]

|

gt | ;
a M) |
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g b
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g ()
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CoznaTe ToM | CEOHETES TOME, . | DHHCTHTE Kall |

Tam

| ol

¥ He coxpanaTe wcTopuio

Onepalwdn © TOMaMI | YCTpoWCTBO. .. |

CHMOHTHMpOBaTE ABTOMOHTHMPOBaHWE PazMoHTHpOBaTL BCE ” Brixoa H

Bbibepute B cnucke OykBy Ancka (Ha UnncTpauum oHa nomeveHa kpacHeiM). OHa cTaHeT OyKBOM
ANcKa CO CMOHTMPOBAaHHbIM KOHTenHepom TrueCrypt.

MpumeyaHve: B HaleM npumepe Mbl Bbibpanu 6ykBy aucka M, HO Bbl, pa3ymeeTcs, MOXeTe
BblOpaTh Nobyro Apyryto AOCTYMHYO OyKBy.
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A1an 14:

E TrueCrypt

Toma Cwuctema WsfpanHos Cepeuc HacTpolik  Cnpaeka

=101 %]

Bef-cTpaHvua

Hwck | Tom

| P‘aznepl ANropuTH WdpoBaHUA | Tun | =

S
g 5
G H;
g
G ]
|
gt | ;

G
g
g P
g ()
G
g 5

CoznaTe ToM | CEOHETES TOME, . |

DHHCTHTE Kall |

Tam

¥ He coxpanaTe wcTopuio

j I dain. .. I

Onepalwdn © TOMaMI |

CHMOHTHMpOBaTE ABTOMOHTHMPOBaHWE

PazMoHTHpOBaTL BCE ”

=

Haxxmute kHonky dawnn.

MosiBUTCS cTaHgapTHOE OKHO Bblbopa dhannos.
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d71an 15:

Boibepure Tom TrueCrypt ilil

Nania: IE}MuHmlqrMEHTu j = = Ef-

& {[=] My velume

HepasHue
AOKYMEHTH

Faboumid cton

4

Mo
JNOKYMEHTH

-
Mo
KOMMBHOTED

CeTesoe Wmna oalira: II'U'I'_.r Volume j I OTHpETE I

OKDYREHME
Tvn gaiinoe: IEoe oafnm %) j Ctmena

B okHe Bbibopa channos HanguTe u ykaxxute dann-koHTenHep (KOTOPLIN Mbl CO34anu Ha aTanax
6-11).

Haxxmute kHonky OTKpbITh (B OkHe Bbibopa ¢annos).

OkHo BbIboOpa hannoB JOSMKHO NPU 3TOM UCHE3HYTb.

Ha cnegytowmx atanax mbl BepHéMcs B rnaBHoe okHo TrueCrypt.

21



d71An 16:

E TrueCrypt - II:I|5|

Toma Cwuctema WsfpanHos Cepeuc HacTpolik  Cnpaeka Bef-cTpaHvua

Hwck | Tom | Pasmep | ANropuTH WivbpoBaHA | Tun | -
S
g 5
G H;
g
G ]
|
gt | ;

G
g b
g P
g ()
G

e S ;I

CoznaTe ToM | CEOHETES TOME, . | DHHCTHTE Kall |

Tam

I 0:\Mou aokymeHTel My Valume j | dain. .. I
¥ He coxpanaTe wcTopuio

Onepalwdn © TOMaMI | YCTpoWCTBO. .. |

| CHMOHTHMpOBaTE || ABTOMOHTHMPOBaHWE PazMoHTHpOBaTL BCE ” Brixoa H

B rmaBHom okHe TrueCrypt HaxxmuTe kHOnKy CMOHTUpOBaTb.

MosiBUTCS AManoroBoe OKHO BBOAA Naporsi.
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A1Aan 17:

" TrueCrypt - II:I|5|
ToMa CHCTeMa M3fpanHoe CepeMc  HacTpodikM  Cnpaska Beb-cTpaHHLa
Hwck | Tom | Pamep| ANropuTH WivbpoBaHA | Tun | =
S
g (5
g H:
g ]
G ]
g [
|
g M
S N: BeeauTe naponk anA D:\Mon gokymenTthl | My Volume
g (O _—
i Mapone: | | | oK |
g ()
q':"'R: [T KswwposaTs naponu W knioMessie haiins OTMeHa |
a5 hd
[ MNokas napona
™ Koy, daiing Koy, dainel... | MapaMeTpeL. .. |
Cgm TS Tam I R =) | == L i = I T TR, tea Ll |
Tam
I 0:\Mou aokymeHTel My Valume j dain. .. |
¥ He coxpanaTe wcTopuio =
Onepalwdn © TOMaMI | YCTpoOWCTEO. .. |
CHMOHTHMpOBaTE ABTOMOHTHMPOBaHWE PazMoHTHpOBaTL BCE ” Brixoa H

YkaxunTe naponb (KoTopbii Mbl 3aganuv Ha atane 10) B none BBoAa (Ha UNCTpaunm OHO
NMOMEYEHO KpacHbIM).
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A1An 18:

" TrueCrypt - II:I|5|
Toma CucTema M30panHoe CepEMc  HacTpokikM  Cnpaska Bef-cTpaHHLa
Hwck | Tom | Pasmep | ANropuTH WivbpoBaHA | Tun | -
S
g (5
g H:
g ]
G ]
g [
|
g M
S N: BeeauTe naponk anA D:\Mon gokymenTthl | My Volume
g (O _—
P Maponk: I I Ok I
g ()
q':"'R: [T KawwposaTe naponm 1 knroHessle daiine CTMEHS |
a5 ;l
I MNokas napona
™ Koy, daiing Koy, dainel... | MapaMeTpeL. .. |
Cg:uu.a Te Tt I B =1 | == L | [= I T TR, tea Ll |
Tam
I 0:\Mou aokymeHTel My Valume j dain. .. |
¥ He coxpanaTe wcTopuio =
Onepalwdn © TOMaMI | YCTpoOWCTEO. .. |
CHMOHTHMpOBaTE ABTOMOHTHMPOBaHWE PazMoHTHpOBaTL BCE ” Brixoa H

Haxmnte OK B OkHe BBOAa napons.
Cenuac TrueCrypt nonbiTaeTcsd CMOHTUPOBATL Haw ToM. Ecniv napornb ykasaH HenpasuibHO
(Hanpumep, Bbl owmnbnuck npu Beoae), TrueCrypt nssectnt Bac 06 aTom, n notTpedyertcs

NOBTOPUTL NpeabiayLmi aTan (CHoBa BBECTM nNaponb u HaxaTb OK). Ecnn naponb npaBumnbHbIR,
TO TOM ByAeT CMOHTUPOBAH.

(Cm. npodomxeHue Ha criedytoweli cmpaHuye.)
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3AKMIOYATENBHLIA STAM:

I TrueCrypt =101 %]

Toma Cwuctema WsfpanHos Cepeuc HacTpolik  Cnpaeka Bef-cTpaHvua

Hwck | Tom | Pasmep | ANropuTH WibpoBaHKA | Tun | =
G
G (5!
S H:
a1

CoznaTe ToM | CEONCTES TOMA. .. | DHHCTHTE Kall |
—ToM
I 0:\Mou aokymeHTel My Valume "I dain. .. |
¥ He coxpanaTe wcTopuio =
Onepalwdn © TOMaMI | YCTpoOWCTEO. .. |
PazMoHTHpOBaTE I| ABTOMOHTHMPOBaHWE PazMoHTHpOBaTL BCE ” Brixoa H

NTak, Mbl TONIbKO YTO YCMNELWHO CMOHTUPOBASIM KOHTENHED KaK BUPTYasibHbIM ANCK M:

OTOT BUPTYarnbHbIN OUCK MOMHOCTLIO 3almMdpoBaH (B TOM YMCre 3aimdpoBaHbl MMeHa hansos,
Tabnuubl pacnpegeneHus, ceobogHOe MeCcTo U T.4.) U BeOET ceba Kak HacTosLWwmMi anck. Bol
MOXETE COXPaHATb (MM KoNMpoBaTb, NepemellaTb U T.4.) pannbl Ha 3TOM BUPTyanibHOM AUCKE,
OHM ByayT WMdpoBaTLCA Ha NETY B MOMEHT 3arnucu.

Hanpumep, ecnu Bbl OTkpoeTe dhans, xpaHdawminca B Tome TrueCrypt, B Meguanpourpeisatene,
3TOT pann GygeTt aBToMaTMyeckn pacmdpoBbiBaTbes B Namsatn (B O3Y) HenocpeaCcTBEHHO B
MOMEHT CUYUTbIBaHUSA, T. €. Ha NeTy.

BA>XHO: Obpamume sHumaHue, Ymo koz2da 8bl omkKpbieaeme ¢halisl, XpaHAWULCS 8 mome
TrueCrypt (unu koada coxpaHseme/koniupyeme ¢atin 8 mome TrueCrypt), noemopHbili 8600
naporns He 3anpawusaemcs. [lpagurbHbIl Naposib HyXHO yKa3ambe MosibKO 0OUH pa3 — rpu
MOHMUpPO8aHUU mMoma.

OTKprTb CMOHTMpOBaHHbIVI TOM MOXHO, HarnpumMep, [OBOWHbIM LWEMNYKOM NO ANEMEHTY,

BblA€NEHHOMY Ha Unnctpaunmn KpaCHbIM LLBETOM.

(Cm. npodomxeHue Ha criedyrowjeli cmpaHuye.)
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lMpocmaTtpuBaTh COAEPKMMOE CMOHTUPOBAHHOIO TOMa MOXHO TOYHO Tak Xe, Kak cogepXumoe
ntoboro gpyroro gucka. Hanpumep, oTkpbiTh ‘Komnsromep’ (nnu ‘Mod komrnsomep’) n aBaxabl
LWENKHYTbL MO COOTBETCTBYIOLLEN BykBEe ANCKa (B Hawlem cny4vae ato byksa M).

_lojx

daitn  [paeka Bua  MsbpanHoe Cepeuc ™ ﬁ'
1 h >
o0 . © .
Hazag Enepeq Beepx
Appec: _é Mol KoMNskoTED j a Mepexon
Mma = ITL-'II'I =
e SYSTEM (C:) NokaneHeIA QWK
%@ MokaneHeld auck (D:)  NokaneHsIA Duck e
CD-guckoeoq (E: CD-auckosoq

4 ). NMokaneHeI oWk -
.| | _"|_I

|CEmE| | _J Mol KoMIBHTED &

Bbl MOXxeTe konuposaTth ¢annbl (unm nanku) B/ns Tom(a) TrueCrypt, kak ecnu Gbl Bbl KONMPOBAK
nx B nobon apyron obblYHbIN OUCK (HAanpuMep, ¢ NOMOLLbIO NepeTackmBaHus). Pannsl,
CuYuTbIBaeMbIe UNn Konupyemble U3 3alimdgpoaHHoro Toma TrueCrypt, aBToMaTu4eckn Ha neTy
pacwmndposbiBatoTcs B O3Y (B namaTn). AHanornyHo, dhansbl, 3anucbiBaemMble UM Konupyemble
B ToMm TrueCrypt, aBToOMaTnyecku 3awmngposbiBatoTcs Ha nety B O3Y (HenocpeacTBeHHO nepeq

nX 3arnncbio Ha D,I/ICK).

O6paTtute BHUMaHue: TrueCrypt HUKOraa He coxpaHsieT Ha ANCKe AaHHble B He3alwmdpoOBaHHOM
BMAe — HesawmnpoBaHHbIE AaHHbIE XpaHATCA Nuwb BpeMeHHo B O3Y (namsartu). Jaxe npu
CMOHTMPOBAHHOM TOME AaHHble B 3TOM TOME OCTalTCs 3awmndpoBaHHbIMU. [1pn nepesarpyske
Windows nnu BbIkntoYeHUn koMmnbtoTepa Tom ByaeT pasMOHTUPOBaH, a BCe HaXoAsaLWMecs B HEM
dannbl CTaHyT HeQOCTYMNHbIMU (M 3alwmMdpoBaHHbIMK). [axe B criydyae cnyyanHoro nepebos
anekTponuTaHns (T. €. NP HEKOPPEKTHOM 3aBepLUEeHMM paboTbl CUCTEMbI) BCE XpaHALLMECH B
ToMe dhannbl 6yayT HeJoCTYNHbLIMK (M 3aWwmMdpoBaHHbIMKM). YTOBLI CHOBaA NOMYYMTb K HUM AOCTYM,
notpebyeTtcs cMOHTMpOBaTb TOM. Kak 970 cagenatb, onvcaHo Ha atanax 13-18.

(Cm. npodomxeHue Ha criedyrowjeli cmpaHuye.)
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Ecnu BaM HyXXHO 3aKpbITb TOM, CAENaB €ro COAePXXMMOE HEeAOCTYMNHbIM, MOXHO NGO
nepesarpy3vTb onepaLMoHHY0 CUCTEMY, MO0 pa3MOHTMPOBaTb TOM. YToObI 3TO caenarthb,
npoaenanTe cneaymollee:

il

Toma Cucrema Wsbpannoe Cepeuc Hactpoikm  Cripaeka Beb-cTpaHiua
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¥ He coxpaqaTs McTopHio

Onepawn © TOMaMI | ¥CTPOACTBO. .. |

| PasMoHTHpOBaTE I ABTOMOHTHMPOBAHKE PasMoHTHpOBaTL BCE ” Belxoa H

BbibepuTe Hy>XHbI TOM U3 CIMCKA CMOHTUMPOBAHHbLIX TOMOB B rraBHoM okHe TrueCrypt (Ha
WNNIOCTPaLUN OH MOMEYEH KpacHbIM) U HaXMUTE KHOMKY PasMoHTUpoBaThb (Ha unnicrpauum
OHa TaKKe nomeyveHa KpacHbIM). YTobbl CHOBa NONyyYnTb AOCTYN K XpaHALWMMCH B ToMe dannam,
notpebyeTca cMOHTMpoBaTb TOM. Kak 3To caenaTb, onvcaHo Ha atanax 13-18.

Kak co3paTtb 1 ucnonb3oBaTb pasgen/yctpouctso, 3awumcpposaHHoe TrueCrypt

BmecTo co3gaHusa aninoB-KOHTENHEPOB Bbl MOXETE BOCMNOSb30BaTLCS LUMGPOBAHNEM
usnyecknx pasgenos Unu auckos (T. e. cosgasaTb Toma TrueCrypt Ha oCHOBE YCTPOWCTB).
UTtoObl 3T0 caenatb, noBTOpUTE aTankl 1-3, HO Ha aTane 3 BbibepuTe BTOPON UNu TPETUI
napamMmeTp u cregynte MHCTpyKuuam mactepa. Npu co3gaHum Ttoma TrueCrypt Ha ocHoBe
YyCTPOMCTBA BHYTPU HECUCmMeMHOo20 pa3ferna/aucka, MOHTUPOBaHUE 3TOro TOMa BbINOMHSAETCS
KHorMkon AemomoHmupoegaHue B rnaBHoM okHe TrueCrypt. CBegeHus 0 3alMdpOBaHHbIX
cucmeMHbIX pasgenax/anckax cM. B rmase LLlugpposaHue cucmemel.

BAXHO: HacmossmenbHO pekomeHOyeM 03HaKOMUMbCS ¢ Opy2uMu 2/1a8aMu 3moa20

pyKoeodcmea, mak Kak oHU codep)kam ea)KHyr UHGhopMauyuro, Komopasi 30ecb onyuieHa
u3 coobpaxkeHulli NPOocmMomabi 06 bSICHEeHUSs a308.
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Tom TrueCrypt

CyuwectByeT aa Tuna TomoB TrueCrypt:
e Ha ocHoBe dharna (KOHTEeNHep)
e Ha OCHOBe pa3sgenal/yctponcTea (HECUCTEMHOIO)

MpumeyaHre: NOMMMO CO3aaHMsa BUPTyarnbHbIX TOMOB yKa3aHHbIX Bbiwe Tunos, TrueCrypt Takke
MOXeT LWmndpoBaTb PU3n4ecKkMn pasgen/guck, Ha kotopom yctaHosneHa Windows (nogpobHocTu
cMm. B rmaee LlugpposaHue cucmemsl).

Tom TrueCrypt Ha ocHoBe hanna npeacTtaBnsieT cobom 06bIYHbIN haln, KOTOPbIN MOXET
HaxoaMTbCs Ha NtoGOM YCTPOMCTBE XpaHEHUsT AaHHbIX. OH COAEPXXUT NOSTHOCTBLIO HE3aBUCUMOE
3almncpoBaHHOE BUPTYyanbHOE AUCKOBOE YCTPOMCTBO.

Pasgen TrueCrypt aT0 pasgen Ha XXECTKOM OMCKe, 3anMdpoBaHHbIi ¢ noMowbio TrueCrypt.
Takke MOXHO LWndpoBaTb LENMKOM XECTKME OUCKM (B TOM Ymncre nogkrtovaemeie no USB),
dnaw-Hakonutenu USB («dnawkn») n yCTPONCTBA XpaHEHMS AaHHbIX OPYIMX TUMOB.

Co3paHue HoBoro Toma TrueCrypt

UTto6bl co3gaTb Tom TrueCrypt Ha ocHoBe hbana unu 4yTobbl 3awmdpoBaTb pa3gen/ycTponcTeo
(ansa aToro TpebyoTCHa NpaBa agMUHUCTPATopa), HaXMuTe KHonky ‘Co3gaTb TOM' B FMaBHOM OKHe
nporpammel. Nosasutca okHO MacTtepa co3gaHus TomoB TrueCrypt. Cpasy 3a aTuM MacTep Ha4yHET
cbop OaHHbIX ANs reHepupoBaHNa MacTep-Kroya, BTOPUYHOrO Krtoda (pexum XTS) u conu ons
HoBOro Toma. B c6ope gaHHbIX, KOTOpble AOMKHbI HOCUTb Kak MOXHO 6oree cnydariHbiin xapakrep,
y4acTBYIOT NepeMeLLeHNs MbILLIN, HaXkaTue Ha KraBuln 1 apyrasi nony4aemas u3 CUCTeMbl
nHcpopmaumsa (cM. nogpobHocTn B rnaee eHepamop criy4daliHbix qucen). [py co3gaHum Toma
TrueCrypt macTtep npegoctaBnset Heo6xoaMMble NOACKA3KW, OAHAKO HEKOTOPbIE MOMEHTbI
TpeOyloT NOSACHEHUS.

AnroputMm xeLuMpoBaHUs

OTOT napameTp NO3BOMSAET yKka3aTb XeL-anroputm, Kotopbin 6yageT npumeHsTs TrueCrypt.
BbiGpaHHbI anroputM UCNosb3yeTcsl FeHepaTOPOM CryYanHbIX Ymcen (kak dyHKLmMs
NceBOoOCIy4aiHOro CMELUMBaHWSA) NSl FeHEPMPOBAHNSI MacTep-Krtoya, BTOPUYHOTO Kitoda (pexvm
XTS) n conu (cMm. nogpobHocTM B rnaee 'eHepamop criyyaliHbix Yuces). Takke OH UCMNonb3yeTcs
B NONy4YeHun (oepvBaumm) Krova 3arofioBka ToMa M BTOPUYHOIO KIkoYya 3aronioBka (CM. rnaBy
Lepusauus kmrova 3a205i08ka, cosib U nodcyém umepayud).

CeegeHusa o OOCTYNHbIX Xell-anropntMmax npmneeneHbl B rnase Aneopumel xewuposaHus.

O6paTtute BHMMaHUe: BbIBOA XeLU-PYHKUMN HUKO20a He NCNONb3YeTCs HenocpeacTBEHHO Kak
Kntou wndpoBaHus. [lononHUTenbHble CBEAEHUS CM. B rnMaBe TexHu4Yyeckue nodpobHocmu.
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AnropuTtm wncppoBaHusa

OTOT NnapameTp NO3BOMSIET yKkasaTb anropuTm LWNEPOBaHUS, KOTOPbIA ByaeT NPUMEHSTLCS B
HoBOoM ToMe. OBpaTnTe BHUMaHWeE, YTO BbiGpaHHLIN anropuTtM WUPOBaHNS Nocne co3gaHus
TOMa M3MEHUTb yXe Hemnb3si. [lononHuTenbHble CBeAeHUsl CM. B rnase An2opummbi WughposaHusl.

BbicTpoe hopmaTupoBaHue

Ecnu aToT napameTp BbIKOYEH, OopMaTMPOBaHNIO NOABEPraeTCa KaXabli CEKTOP HOBOroO TOMa.
OTO 03Ha4yaeT, 4YTO HOBbIM TOM ByAeT yesluUKOM 3anofiHEH CriyYanHbiMU AaHHbIMU. BeicTpoe
dopmaTUpOBaHNE 3aHMMaEeT ropasfo MeHbLLE BPpEMEHN, HO OHO MeHee HaOEéXHO, TaK Kak noka
BECb TOM He ByaeT 3anonHeH dannamu, CyLecTByeT BEPOSATHOCTb onpeaenmTb, Kak MHOro
AaHHbIX OH COAEPXMUT (ecnm cBoboaHOE NPOCTPAHCTBO He GbINO NpeaBapUTENBHO 3anofIHEHO
Cny4varHbIMU JaHHbIMK). Ecnn Bbl HE yBEPEHbI, HY)KHO N BaM BKINOYaTb UK BbIKNoYaTb ObicTpoe
dopmaTUpOBaHNE, pEKOMEHOYEM OCTaBUTb 3TOT NapameTp BblKNtoYeHHbIM. OGpaTnuTe BHUMaHMe,
4yTO napameTp 'bricTpoe hopmaTupoBaHmne' 4OCTYNEH TONLKO NpuU WndpoBaHnn
pasfenos/yCTPONCTB.

BA>XHO: lNpu wugbposaHuu pasdenal/ycmpolicmea, 6Hympu KOmopozo 8bl rnaHupyeme 3amem
co30amb CKpbIMbILU MOM, Ocmasbme 3mom rnapamemp 8bIKIHOYEHHbIM.

OvHaMmu4yeckni («pe3nHOBbINY) TOM

OunHamunueckun koHTenHep TrueCrypt npeacraBnsieT cobon npeapacnpenenérHHbIN paspeXEHHbIN
(sparse) dpann NTFS, uen dusundecknin pasmep (peanbHO 3aHUMaeEMOE MECTO Ha OUCKE)
yBenu4ymsaeTcs no Mmepe AobaBreHnsa B KOHTENHEep HOBbIX AaHHbIX. OBpaTute BHUMaHue, 4YTo
dmandeckuin pasmep KoOHTeNHepa (peanbHO 3aHMMaeMOe KOHTEMHEPOM MECTO Ha AUCKE) He
yMeHbLUaeTcs nNpu yganedun cdannos ns toma TrueCrypt. dnsmnyecknii pasmep KoHTenHepa
MOXeT TOMbKO ygesuyueamscsi O MaKCUMarbHOro 3Ha4YeHUsl, ykazaHHOro rnonb3oBaTeniemM npu
co3gaHumn aToro Toma. o JOCTMXKEHUN yKa3aHHOrO MakCMMarnbHOro 3HavyeHust muanyeckuin
pasmep ToMa bygeTt ocTaBaTbCs MOCTOSHHbLIM.

YuTute, 4YTO paspexéHHbole hannbl MOXHO co3faBaTb TONbKO B dhannoson cucteme NTFS. MNpu
co3faHuun KoHTenHepa B dpannoson cucteme FAT, napametp JuHamuyeckuli 6yneTt HegocTyneH
“3aTeHéRn”).

VmenTe B BMAY, YTO pasmMep ANHAMUYECKOro (Ha OCHOBE pa3pexeéHHoro dganna) toma TrueCrypt,
coobwaembin Windows n TrueCrypt, 6ynet Bcerga paBeH ero MakcMmaribHOMY pasmepy (KoTopbii
ObINT yKa3aH npu co3gaHumn 3Toro Toma). Utobbl y3HaTb TEKYLLUMA PU3NYECKMIA pasMep KOHTeHepa
(OencTBMTENBHO 3aHMMaeMoe UM MeCTO Ha AMCKe), WEMNKHUTE NpaBoW KHOMKOKW No danny-
kKoHTerHepy (B NpoBogHuke Windows, He B TrueCrypt) n Boibepute nyHkT Ceolicmea — B none Ha
Oucke byneT ykaszaHO pearnbHOE 3Ha4YeHue.

BHUMAHWE: Ckopocmb ebinonHeHus onepayull y QuHaMu4ecKux (Ha OCHO8e pa3pexEHHbIX
¢patinos) momos TrueCrypt 3Ha4UMeENbHO HUXe, YeM y 0bbI4YHbIX momMos. Kpome moeo,
OuHamuyeckue moma TrueCrypt meHee be3ornacHbl, maK Kak OHU M0380J1stom ornpedenumas
Konu4ecmeo He3aHsimbIX cekmopos 8 mome. bonee moeo, ecnu npu 3anucu OaHHbIX Ha
OUHaMu4ecKul mom oKaxxemcsi, Ymo 8 ¢halinoeoli cucmeme, 20e Haxooumcs ¢hali-koHmeUlHep ¢
OaHHbIM MOoMOM, Hedocmamo4yHo c80600HO20 Mecma, 3Mo MOXem fPU8eCMU K rospexx0eHuto
3awughposaHHoU ¢halinnoeoli cUCmMeMsl.
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Pa3smep knacTtepa

Knactep 910 egmMHuUa xpaHeHus AaHHbIX. Hanpumep, oguH pacnpegenéHHbin Knactep B
dannoson cucteme FAT aT1o ogHobBanToBbIN hann. Korga dann ysennumsaeTcs U NpeBocxoguT
rpaHuLy Knacrtepa, pacnpegensercs eweé oguH knactep. B Teopumn 310 o3HavaeT, 4To Yem
Bonblue pa3mep knactepa, Tem 6onblue TpaTUTCS MecTa Ha AMUCKE N TeM BblLLe
npon3BoANTENbLHOCTL. ECnn Bbl He 3HaeTe, kakon pa3mep BbibpaTb, MCNONb3yNTE 3HAYEHME,
NpeanoXeHHoe No yMOSYaHUIO.

Toma TrueCrypt Ha guckax CD/DVD

Ecnun Bbl xoTnte coxpaHutb ToM TrueCrypt Ha CD unn DVD, cHa4ana co3gante Ha KXECTKOM
ancke koHTerHep TrueCrypt Ha ocHoBe banna, a 3atem 3anuwuTe («npoxrutey) ero Ha CD/DVD
€ nomoLlpbto nodon nporpammbl ansa 3anmcen CD/DVD (B cpeae Windows XP 1 6onee HoBbIX
Bepcun Windows anga aToro MoXHO BOCMOJSb30BaTbCA cpeacTBom 3anucu CD, Bxoaswmm B
KomnnekT noctaekm aton OC). melTe B BUAY, YTO €CNK Bbl COOMpaeTeCb MOHTUPOBATL TOM
TrueCrypt, XxpaHAWMACA Ha HOCUTENe, ONYCKaLWMM TONbKO YTeHue (Takom, kak CD/DVD), B
cpene Windows 2000, Tom TrueCrypt gormkeH umeTtb coopmat FAT. MNpuumHa 3T0ro B TOM, 4TO
Windows 2000 He MOoxeT MOHTUpoBaTb thannosyto cucteMy NTFS Ha HocuTenax Tonbko Ans
yTeHua (B otnnymne ot Windows XP n 6onee HoBbix Bepcuin Windows).

AnnapatHbin/nporpammHbin RAID, amHamnyeckune Toma Windows

TrueCrypt nogaepxxmeaeT annapaTtHble/nporpammHble MaccuBbl RAID, a Takke guHammnyeckme
Toma Windows.

Windows Vista u Hogee: agnHamudeckne Toma oTobpaxkatoTcs B 4MarioroBOM OKHe Bblibopa
yCTponcTBa
Kak \Device\HarddiskVolumeN.

Windows XP/2000/2003: ecnn Bbl HamepeBaeTecb oThopmMaTnpoBaTb AMHAMUYECKNA TOM
Windows kak Tom TrueCrypt, NOMHUTE, 4TO NoOCre TOro, Kak Bbl CO30aanTe AUHAMUYECKUN TOM
Windows (¢ nomowto Windows-cpeacTtea «YnpasneHue guckammny ), HyXKHO nepesarpysvTb
OonepaumoHHY0 CUCTeMy, YTOObLI TOM CTan AOCTYNeH/BUAEH B AnanoroBom okHe Bbibopa
yCTpoONCTBa B Mactepe co3gaHust TomoB TrueCrypt. Takke yuTuTe, 4TO B 4MANOrOBOM OKHE
BblOOpa ycTponcTBa agnHammyeckun guck Windows He oTobpaxkaeTcsl Kak O4HO YCTPONCTBO
(anemeHT). BMecTo 3TOro BbIBOASATCS 8Ce TOMa, U3 KOTOPbIX COCTOUT ANHAMUYECKUA TOM
Windows, 1 Bbl MOXeTe BblbpaThb /110600 U3 HUX, YTOObI OThopMaTUPOBaTb 8€CH AUHAMNYECKUN
Tom Windows.

I'Ipumeqal-wm K co3aaHUI0 TOMOB

Mocne HaxaTnst KHOMKKU ‘PasmeTnTs’ B OKHE MacTepa co3gaHnsa TOMOB (MocneaHnii atan),
nocnenyeT Hebonbllasa 3agepxka, B Te4EHNE KOTOPOM cnuctema cobupaeTt AONONHUTENbHbIE
CnyyamnHble JaHHble. 3aTeM A9 HOBOro ToMa reHepupyroTCa MacTep-KIloY, Ky 3aronoBka,
BTOPUYHbIN KMoy (pexknm XTS) 1 conb € NOKa3oM COAEPXKMMOro MacTep-KIo4da 1 Kroda
3arorioBka.
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[nsa 6onblien 6e30nacHOCTN MOXHO OTKMAOYMTL BbIBOA Ha 3KpaH YacTen cogep>KMmMoro nyna
Crny4YarHbIX YMCen, MacTep-Krioya 1 Kroya 3arofioBka, CHsIB OTMETKY B NPaBOM BEPXHEM YTy
COOTBETCTBYHOLLEro NONs:

CryuaiiH. myn: DOFL05275F8154D0C49F196233B3F76E. [¥]
Kntou 3ar+«a: 834BC20DI5EDRECASTRECERA40345200.
MacTep+nioq: CCE30F616R380ABTD1CARD3B1C4DCDAC.

MpumeyvaHne: oTobpakatroTcs TONbKo nepeble 128 6uT nyna/knoven (a He BCE COOEPXKMMOE).

MoxHo cosgaBate ToMa FAT (ctangaptoB FAT12, FAT16 n FAT32 unu onpegensemsble
aBTOMaTUYECKN MO Konu4yecTsy kractepoB) unn NTFS (ogHako HyXXHO nmeTb B BUAY, YTO ToMa
NTFS mory cosgaBaTbh TOSbKO NOMNb30BaTENM C NpaBamMu agMUHUcTpaTopa). CMOHTMPOBaHHbIE
Toma TrueCrypt moxHo B ntoboe Bpems nepedopmatmpoBatb B FAT12, FAT16, FAT32 nnn B
NTFS. OHun BegyT cebsi TOYHO Tak Xe, Kak CTaH4apTHbIE AMCKOBbIE YCTPOMCTBA, MO3TOMY MOXHO
LLEMNKHYTb NPaBOW KHOMKOM MbILUM MO 3HAYKy CMOHTUpoBaHHoro Toma TrueCrypt (Hanpumep, B
okHe ‘Komrnbromep’ nnn ‘Mol komnbromep’) n BbibpaTb komaHay ‘PopmaTupoBaTth’.

bonee nogpobHblie cBeageHus o co3gaHum Tomoe TrueCrypt cm. B pasgene Ckpbimbil mom.
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N3b6paHHblIe ToMma

|/|36paHHbIe TOMa y,EI,O6HbI BO MHOIMX criydadx. Hanpmmep, eCnn 'y Bac eCTb:

TOM, KOTOPbIN BCeraa AoMKEH MOHTUPOBATLCA Ha KOHKPETHYH GYyKBY AMCKA;

e TOM, KOTOPbIN HY>XHO aBTOMaTU4Y€CKM MOHTUPOBATb NMPU NOAKIIOYEHUN K KOMNbIOTEPY
yCTPOMCTBA C 3TUM TOMOM (CKaXKeM, KOHTENHepP, HaxoAaLWMNCa Ha naLl-HakonuTene
USB unu BHeLWHeM XECTKOM AMCKe, nogknoyaemMom no wuHe USB);

+  TOM, KOTOPbI HY)KHO aBTOMaTU4YE€CKU MOHTMPOBaTL NpU BXoAe B Bally YYETHYIO
3anuchb B OMepaLnoHHON CUCTEME;

e TOM, KOTOprI7I HY>XHO BCeraa MOHTUPOBAaTb TOJIbKO AJ1A YTeHUA NN KakK CMEHHbIN
HOCUTenb.

Y106bI CKOHUrypmupoBaTb ToM TrueCrypt kak nsbpaHHbIi, NnpoaenanTe cneayllulee:

CmoHTMpyiTe TOM (Ha Ty ByKBY AMCKa, HA KOTOPYIO Bbl XOTUTE €ro MOHTMPOBaTh Bcerga).

B rmaBHom okHe TrueCrypt LWENKHUTE NPaBoON KHOMKOW MbILLM MO CMOHTUPOBAHHOMY TOMY

n Bolbepute koMaHay [Jobasums e usbpaHHsble.

3. B nosBuBLUIEMCS OKHE YyNOpsSiA0YMBaHNS U3BpaHHbIX TOMOB BbliGepuTe HyXXHble NapameTpbl
ANs 3TOro ToMa (CM. HUXe).

4. Haxwmute kHorky OK.

N —

MN36paHHbIe TOMa MOXXHO MOHTUPOBAaTb HECKONTbKMMU pa3HbIiMM cnocobamu. YTobbl
CMOHTUpOBAaTb BCe n3bpaHHble Toma, B MeH0 M36paHHoe BbibepuTe komaHay CMoHmMuposams
u3bpaHHbIe MmoMa NN HaXXMUTE ropsYdyto KnasBuLy MOHTUPOBAHUS U3BpPaHHbIX TOMOB
(Hacmpodku > Nopsdue knasuuwiu). ECriv HyY)kHO CMOHTUPOBATL TOSBLKO OOWH M3 M30paHHbIX
TOMOB, BblbepuTe ero n3 cnucka B MeHto M3bpaxHHoe. Npu aTom Bam ByaeT HYXKHO BBECTU A5
AaHHOro Toma napornb (W/vnu KryeBble gannbl) (eCnmn TONbKO OH HE HaxoauTcs B kawe). B
cnyyae npaBuibHOro BBoAa TOM ByAeT CMOHTUPOBaH U OTKPLIT B OKHE [poBogHuMKa.

M36paHHble ToMa (TONbKO yKa3aHHble U BCe) MOXHO aBTOMaTU4€CKN MOHTUPOBAaThb NMpu
kaxgom Bxoge B Windows. YToObl HacTponTb 370, NpogenanTe crieayollee:

1. CMOHTUpPYNTE TOM, KOTOPbIN AOMKEH aBTOMATUYECKN MOHTUPOBATLCS NPU Ballem BXoae B
CBOIO y4€THYto 3anucb Windows (Ha Ty BykBYy, Ha KOTOPYIO HY>KHO, YTOObI OH
MOHTMpOBArcs Bcerga).

2. B rmaBHom okHe TrueCrypt LWENKHMTE NPaBON KHOMKOW MbILLM H8 CMOHTMPOBAHHOM TOME U
BblOepuTe koMmaHgy [Jobasume 6 usbpaHHbIe.

3. B nosiBMBLUEMCSH OKHE ynopsiAounBaHus n3bpaHHbIX TOMOB BKNIOYMTE NnapameTp
MoHmuposamb ebibpaHHbIl mom rpu exode 8 cucmemy n Haxmute OK.

Tenepb npu kaxgom Bxoge B Windows Bam ByAeT HYXXHO yKasblBaTb Ans ToMa naponbs (u/vnm
KrnoyeBble dhannbl), U ecrnv iaHHbIe BBEAEHbI NMpaBuibHO, TOM ByAeT CMOHTUPOBAH.

I'Ipvlmeanme: TrueCrypt He 6WJ,GT cnpawmBaTtb Naporib, €Crin 'y BaC BKIMKOYEHO KalunpoBaHune
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(3anomunHaHune) naponsa gosarpy3oyHon ayteHTudukauumn (Hacmpodiku > LugposaHue
cucmemel), a NAPOsb Y TOMa TaKOM Xe, Kak U 'y CUCTEMHOrO pasgenal/ancka.

M36paHHble TOMa (TONbKO yKa3aHHble UM BC€) MOXXHO aBTOMaTU4€CKU MOHTUPOBaTb Npu
NOAKMIOYEeHUN K KOMNbITEPY YCTPOUCTBA, HA KOTOPOM OHM PacnosioXeHbl. YTobbl
HacTpouTb 3TO, NpoAenanTe cneaylee:

1. CMOHTUpyWTe TOM (Ha Ty ByKBY, Ha KOTOPYIO HY>XHO, YTODObl OH MOHTUPOBAnNcs Bceraa).

2. B rnasHoMm okHe TrueCrypt WENKHWUTE NPaBon KHOMKOW MbILLM H8 CMOHTMPOBAHHOM TOME Y
BblOepuTe koMaHay [Jobasumb 6 usbpaHHbIe.

3. B nosiBMBLUEMCSH OKHE YNopsiAouYnMBaHms n3bpaHHbIX TOMOB BKNIOYMTE NapameTp
Moxmuposamb ebibpaHHbIlU MoM rpu NOOKIYEHUU ycmpolcmea, Ha KOmopoM OH
pacrornoxeH n Haxmnute OK.

Tenepb BCcskui pas, korga Bbl byaeTte, Hanpumep, BctaenaTe B USB-nopT komnbioTepa dnaLw-
Hakonutenb USB ¢ Tomom TrueCrypt, Bam BygeT BbigaBaTbCsA 3anpoc napons (U/mnm KnioveBbIxX
(hannos) (ecnu TONbKO OH He K3LLMPOBaH), N eCnu JaHHble BBEAEHbl NpaBuIibHO, TOM byaeT
CMOHTMPOBAH.

Mpumeyvanme: TrueCrypt He ByaeT cnpawmBaTb Naposib, €CNM Y Bac BKIMOYEHO K3LIMpOBaHWE
(3anomuHaHne) napons gosarpy3odHon ayteHTudmkauum (Hacmpodku > ‘LLlugpposaHue
cucmemsbl’), @ y TOMa TakoM Xe naposb, Kak U y CUCTEMHOro pasaena/gucka.

KaxxgomMy nsdbpaHHoOMy TOMYy MOXHO NMPUCBOUTbL OCOOYIO0 MeTKY. OTa MeTKa — He TO e camoe,
4YTO MeTKa ToMa B alnoBON cUcTeMe, oHa oTobpakaeTcsi BHYTpu nHTepdgenca TrueCrypt BmecTo
nyT¥ ToMa. Ytobbl NpucBOUTL TOMY METKY, Npogenante cregyouiee:

1. B meHo U3b6paHHOe BbibepuTe koMaHgy Yropsdodums u3bpaHHbie moma.
B nosiBuBiemcs okHe ynopsgovvsBaHunst U3bpaHHbIX TOMOB BblbepuTe TOM, METKY KOTOPOro
Bbl XOTUTE OTpeaaKkTMpoBaThb.

3. Begute meTky B none Memka ebibpaHHO20 u3bpaHHo2o0 moma n Haxmute OK.

O6paTtute BHUMaHUe, 4YTO B OKHE YNopsiAounmBaHmsa n3bpaHHbix TOMOB (M36paHHoe >
Yrnopsido4ums u3bpaHHble moma) MOXXHO HAaCTPOUTb PAA APYIMX NapaMeTpPoB ANA KaXAoro
n3bpaHHoro Toma. Hanpumep, nobon TOM MOXHO MOHTMPOBATL Kak JOCTYMHbIA TONBKO ANs
YTEHMS UNN KaK CMEHHbIN HOocUTeNb. YTOObI 3TO cAenaTh, BbINOMHUTE CreayloLlee:

1. B meHo U3b6paHHOE BbibepuTe kKOMaHay Yriopsdodums u3bpaHHbie moma.
B nosiBuBLLEMCA OKHE ynopsifovMBaHWsA N3bpaHHbIX TOMOB BblibepuTe TOM, NapamMeTpbl
KOTOPOrO Bbl XOTUTE HAaCTPOUTb.

3. Bblbepute HyxHble BaM yCTaHOBKM 1 HaxxmuTe OK.

CucrtemHble ns3bpaHHble TOMa 0TOBpaXKalTCs B OKHE ynopsagoymBaHusa nsbpaHHoro (M3bpaHHoe >
Ynopsidodums u3bpaHHbie moma) B NOpAAKe X MOHTUPOBAaHUSA, Koraa Bbl BbibvpaeTe KomaHay
UN3bpaHHOEe > CMOHMUpo8amb U3bpaHHbIE MOMa NN HaXXMMaeTe COOTBETCTBYHOLLYIO FOPAYYHO
knasuwy (Hacmpodku > Nops4due knasuwu). YTobbl UI3MEHUTL NOPSA0K OTOBpaKeHUs1 TOMOB,
ncnonb3ynTe KHomnkun Beiwe n Huxe.

O6paTtnte BHMMaHue, YTo N3bpaHHbI TOM MOXET Takke ObITb pa3genom BHYTpu ob6nactu
AEeNCcTBNA Krniova wndpoBaHUA CUCTEMbI, CMOHTUPOBAHHOIo 6e3 4o3arpy3o4Hon
ayTeHTUdMKaumm (npumep: pasgern Ha 3awndpoBaHHOM CUCTEMHOM OMUCKE C APYromn
onepauMoHHON CMCTEMOM, KOTOpas cenvac He 3arpyxeHa). Korga Bbl MOHTUpPyeTe Takow TOM U
pobasnseTe ero B u3bpaHHble, 6onbLUe He HY>KHO BblbupaTb komangy Cucmema >
CmoHmuposame 6e3 do3azpy304HOU aymeHmucghukayuu Unn BKINOYaTb NapameTp MOHTMPOBaHUS
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pasgena ¢ wnpoBaHMeM cucTembl 6e3 fo3arpy3oyHon ayteHTudmkaummn. Bel MmoxeTe NpocTo
CMOHTUpOBAaTh M3bpaHHbIA TOM (Kak 06BbACHEHO Bbilwe) 6e3 yCTaHOBKM Kakux-rnMbo napameTpos,
MOCKOSNbKY PEXUM MOHTUPOBAHWUS TOMa COXPaHEH B KOHAUIrypaunMoHHOM dhanrie co CrMcKoM
BaLLMX N36paHHbIX TOMOB.

BHUMAHWE: Ecnn npucBoeHHas n3bpaHHOMy TOMy (COXpaHEHHAsA B KOHPUrypauMOHHOM danne)
OykBa Ancka 3aHATa, AaHHbIN TOM He ByaeT CMOHTUPOBaH, Npu 3ToM coobLleHne 06 ownbke He
BbIBOAUTCS.

UToObl yaanuTb TOM U3 CNMCKa U3bpaHHbIX, B MeHI0 VM36paHHoe BbiDepuTe KOMaHay
Yropsido4ums u3bpaHHbie moma, BblOENUTE HYXKHbIN TOM, HaXXMUTE KHOMKY Ybpamb 1 3aTem
Haxmute OK.

CuncremMHble 3bpaHHbIe TOMA

CucrtemHble I/136paHHbIe TOMa yLI,O6HbI, Hanpumep, B cneayrmnx cUutTyaunax:

+ Yy Bac ecTb TOMa, KOTOpble HY>KHO MOHTUPOBATb A0 3arpy3kKu CUCTEMbI U CNYX06
NPUIIOXXeHNN U Nepen BXOAOM NOJib3OBaTeNien B CUCTEMY;

e Yy Bac eCTb COBMECTHO MUCMNOMb3yeMble B CETU Marnku, pacrnonoxeHHole B Tomax TrueCrypt;
HaCTPOMB TakMe TOMa Kak CUCTEMHbIE U3bpaHHbIe, Bbl TEM CaMbiM rapaHTupyeTe, 4To
COBMECTHO UCMNOoJfib3yeMble Mo CeTU pecypchbl OyayT aBTOMaTUYECKMU
BOCCTaHaBIMBaTbLCA OrnepauMOHHON CUCTEMOM MPU KaXKAoW nepesarpyske;

«  BaM HYXXHO, YTOObl TAKON TOM MOHTUPOBANICS Ha OAHY U Ty e OYKBY AMUCKA NpU Kaxkaomn
3arpyske onepauumoHHON CUCTEMBI.

O6paTtnte BHMMaHue, YTO B OTANYME OT OBObIYHBIX (HECUCTEMHBIX) N36paHHbIX TOMOB, CUCTEMHbIE
M36paHHbIe TOMa UCNOSIL3YIOT Naposib A03arpy3o4Hon ayTeHTUcpukaLmum, noaTomy
Heobxoanmo, YTobbl CUCTEMHBIN pa3gen/anck obin 3awmndpoBaH (Takke NpUMUTE K CBEOEHMIO,
YTO BKIOYATL KILLUMPOBAHWE Napons 403arpy304yHon ayteHTudurkauum He TpebyeTtcs).

CuncrtemHble n3bpaHHble TOMa MOXXHO HACTPOUTbL Tak, YTOObl OHU GbiN gocTynHbI U3 TrueCrypt
TONbKO NMoNb3oBaTeNnsAM ¢ NpaBamMu agMuMHUcTpartopa (Bbibepute Hacmpoliku > CucmemHbie
u3bpaHHbie moma > [lpocmampusamb/pa3MOHMUPO8amb CUCMEeMHble u3bpaHHble moMa mMoaym
nuwb adMuHUCmpamops!). ATOT NapaMeTp CreayeT BKNOYaTb Npy UCMOMb30BaHUN Ha cepBepax,
4yTOObl NPEAOTBPATUTE BO3MOXHOCTb PAa3MOHTUPOBAHNS CUCTEMHbIX N30paHHbIX TOMOB
nonb3oBarenamMmm 6e3 agMUHUCTPaATUBHBLIX NPUBUIErMin. Ha He-cepBepHbIX CUCTEMAXx 3TOT
napameTp MOXHO MCMONb30BaThb ANsi TOro, YTOObI CUCTEMHbIE M3OPaHHbIE TOMA HE BNUANKN Ha
AENCTBUA C 0ObIYHBIMM TOMaMu (TaknMu, Kak PasMoHmuposamse 6ce, aBTOPa3MOHTUPOBaHUE U
1.4.). Kpome Toro, B cniyyae 3anycka TrueCrypt 6e3 npaB agMmmHMcTpaTopa (a 3To cTaHAapTHOe
nosegeHne B Windows Vista n 6onee HoBbix Bepcusix Windows) cuctemHble n3bpaHHble Toma He
oTobpaxaroTcsa B crnmcke OykB ANCKOB B rnaBHOM okHe TrueCrypt.
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UTto6bI ckoHUrypmpoBaTb ToM TrueCrypt kak cucTeMHbI N3BpaHHbIN, NpogenanTe crnepyouwiee:

1. CMOHTUpyNTE TOM (Ha Ty BYKBY, HA KOTOPYIO HY>KHO, YTOObLI OH MOHTMpPOBANcs Bceraa).
B rmaBHom okHe TrueCrypt LWENKHMUTE NPaBoON KHOMKOW MbILLM H8 CMOHTMPOBAHHOM TOME U
BbliGepute komaHay [Jobasums 6 cucmemMHbie u3bpaHHbIe.

3. B nosiBMBLUEMCSH OKHE YNOPSIAOYMBAHMSA CUCTEMHBIX M3OPaHHbIX TOMOB BKIIOUNTE
napameTp MoHmuposams cucmemMHbie u3bpaHHbie moma rpu cmapme Windows u
HaxxmuTe OK.

CucrtemMHble n3dpaHHble ToMa 0TobBpaXkaloTCsl B OKHE ynopsaoymBaHus nsbpaHHoro (M3bpaHHoe >
Ynopsidodumes cucmemHbie usbpaHHble moma) B NOpAAKe UX MOHTUPOBaHUA. YTOObI N3MEHUTb
nopsiAoK oTobpakeHnst TOMOB, UCNONb3yNTe KHOMKW Boiwe n Huxe.

Kaxaomy cucteMHOMY M36paHHOMY TOMY MOXHO NPUCBOUTL OCODOYIO METKY. OTa MeTka — He
TO e caMoe, YTO MeTka Toma B (panrioBon cucteme, oHa oTobpaxkaeTcs BHYTpU UHTepdenca
TrueCrypt BMecTo Nyt TOMa. YT06bI NPUCBOUTL TOMY METKY, NpoAenanTe cnegyoLlee:

1. B meHto M36paHHOe BbibepuTe KoMaHay Ynopssdodumes cucmemHbie usbpaHHble moma.
B nosiBuBuemcsa okHe ynopsgoumMBaHns CUCTEMHbIX M36paHHbIX TOMOB BbibepuTe TOM,
METKY KOTOPOro Bbl XOTUTE OTPEAAKTMPOBaThb.

3. Begute meTky B none Memka 8bibpaHHO20 u3bpaHHo20 moma n Haxmute OK.

O6paTtnte BHMMaHue, YTO B OKHE YNOPSA0YMBAHUSA CUCTEMHbIX M30paHHbIX TOMOB (M36paHHoe >
Ynopsidodumes cucmemHble usbpaHHble MomMa) MOXXHO HaCTPOUTb PAA APYrMx napameTpoB Ans
Ka)x4oro CUCTeMHOro nsbpaHHoro Toma. Hanpumep, nobon ToM MOXXHO MOHTUPOBATb Kak
AOCTYNHbIN TOMNBKO ANS YTEHWUSI MU KaK CMEHHbIV HOCUTENb.

BHUMAHWE: Ecnu npucBoeHHas cMcteMHoMy n3bpaHHOMY TOMY (COXpaHEHHas B
KOHcpurypauunoHHom charne) byksa ancka 3aHdaTa, JaHHbIN TOM He ByaeT CMOHTMPOBaH, NpU 3TOM
coobLeHne o6 oLInbKe He BbIBOOUTCS.

O6paTtute BHUMaHue, Yto Windows TpebyeTca ncnonb3oBaTtb pag annos (Hanpumep, dannol
nogkayku, dannel Active Directory u gp.) oo toro, kak 6yayT CMOHTUPOBaHbI CUCTEMHbIE
n3bpaHHble Toma. [NosTomy Takue dannbl HENMb3S XPaHUTb HA CUCTEMHbIX M30pPaHHbLIX TOMax. Tem
He MeHee, X MOXHO XpaHWUTb Ha Nobom pasgene, KOTopbl BXoAMT B ob6nacTb AeCTBUSA
LWMdPOBaAHUSA CUCTEMbI (Hanpumep, Ha CUCTEMHOM pasfene unu Ha nibom pasgene cMCTEMHOIo
ancka, Lennkom sawwmdpoBaHHoOro ¢ nomotlbto TrueCrypt).

UTo6bl yAANUTb TOM U3 CNUCKa CUCTEMHbIX U30paHHbIX, B MeHO M36paHHOe BbibepuTe
KoMaHay Yrnopsidoyums cucmeMHble u3bpaHHbIe moma, BblOENUTE HYXKHbI TOM, HaXXMUTE KHOMKY
Y6pamb v 3atem Haxmute OK.
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LlUncdpoBaHue cucrtemsbl

TrueCrypt no3eonseT Ha NeTy WngpoBaTb CUCTEMHbIN pa3gen Unn BeCb CUCTEMHbBIN OUCK, T. €.
pasgen unu auck, rae ycraHosneHa Windows 1 ¢ KOTOPOro oHa 3arpyxaeTcs.

WndpposaHme cuctembl obecnevmBaeT HamMBbICLLNA YPOBEHb HAAEXHOCTU 1 Be3onacHOCTH, Tak
Kak Bce hbannbl, BKrtovasa nobble BpeMeHHble hainel, codgasaemMble Windows 1 npunoxxeHmamm
B CUCTEMHOM pasgene (kak npaswuno, 6e3 Bawero Begoma u cornacus), danbsl rméepHaumm,
dannbl NoOAKaYkn 1 T. 4., Bcerga octaloTcd 3awmdpoBaHHbIMUY (faxe nNpy criyYyanHoM
nponagaHun nutaHua). Kpome toro, Windows 3anuncbiBaeT MHOXECTBO AaHHbIX, KOTOPbIE
NOTEeHUManbHO MOryT HECTU KOH(PMAEHUMANbHYIO HAarpy3Ky, HanpumMep, UMeHa n nNyTu
OTKpbIBaeMbIX BaMun dhannos, 3anyckaemble Bamu nporpammel 1 ap. Bece Takne dainbl-
NPOTOKOJIbl 1 3aMMCK B PpEECTPE Takke BCerga ocTalTcs 3angpoBaHHbIMNA.

LLndpposaHme cuctembl BKItoYaeT B cebsi 403arpy304Hy0 ayTeHTUdUKaLNI0,03Ha4atoLL Yy, YTO
nobomy nonb3oBaTento Ansa nony4yeHns ocTyna, BO3MOXHOCTU paboTsl B 3awmdpoBaHHON
cuUcTeMe, YTeHus 1 3annucu pannos Ha CUCTEMHOM AUCKe U T. 4. ByAeT HYyXHO BBOAUTb
npaBuibHbLIN Naponb nepen kaxaon 3arpy3kon (ctaptom) Windows. [losarpysoyHyto
ayTteHTUuMKaumio obecneunBaeT 3arpy3uunk TrueCrypt (Boot Loader), pacnonoxeHHbln B NepBom
AOPOXKe 3arpy304HOro Amncka v Ha aucke socctaHoBneHuns TrueCrypt (Rescue Disk, cm. panee).

O6paTtute BHUMaHue, 4to TrueCrypt BbINONHAET WMPPOBAHNE UMEIOLLErOCS He3aLWMdPPOBaHHOMO
CUCTEMHOrO pasgerna/gucka «Ha mecTtey, T. e. NpsAMo npu paboTe onepaumMoHHON cuctemMsbl (BO
BpeMs LWnNpoBaHMS CUCTEMbI MOXHO MPOAOITKaTb NOMb30BaTbCA KOMMBbIOTEPOM Kak 06bI4HO, 6e3
Kaknx-nmbo orpaHnyveHnin). AHanorn4yHo, 3awmdpoBaHHbIv ¢ noMoLlbio TrueCrypt cucTeMHbIn
pasaen/ouck MoXHO AelmndpoBaTb «Ha MecTe», BO BpeMsi paboTbl onepaunoHHON CUCTEMBI.
Mpouecc wndpoBaHusa/gewndpoBaHnsa MOXHO NpepBaThb B 060N MOMEHT, OCTaBUTb
pasaen/guck YacTMYHO HesalwmndpoBaHHbIM, Nepes3arpy3nTb UK BbIKMOYNTL KOMMNBIOTEP, a 3aTeM
BO30OHOBMTL Onepaumio ¢ TON TOYKK, B KOTOPOW OHa Bblna ocTaHOBMEHA.

Mpwy WwndpoBaHUU cnucTembl NpuMeHsieTes pexnm XTS (cMm. pasgen Pexxumsl onepayuu).
TexHunyeckue getanu WnpoBaHusa cucTemMbl CM. B pasgene Cxema wugpoeaHus B rnase
TexHu4eckue nodpobHocmu.

YUToObI 3aumnpoBaTb CUCTEMHLIN pasaen unm BeCb CUCTEMHbLIN ANCK, B MeHto Cucmema
BblOepuTe kKOMaHay 3awugposame cucmeMHbil pa3den/Ouck N criegynTe MHCTPYKUMSIM MacTepa.
UTtoObl gewmdpoBaTh CUCTEMHBIV pasaen/anck, B meHto Cucmema Bbibepute KOMaHgy
lNepmaHeHmMHO pacwugposame cucmemHbil pa3desn/duck.

Mpumevanne: Windows 7 n 6onee HoBble Bepcun Windows no yMOn4YaHuIO 3arpyxarTcs C
ocoboro maneHbkoro pasgena. JToT pasgen cogepxut dannbl, Heobxogumble NS 3arpysku
cuctewmsl. [NpaBo 3anucu B aToT pasgen Windows AaéT TONbKO NPUIOXKEHUSIM C
aAMUHUCTPATMBHLIMMK NpuBUnieruamMm (npu padote cuctemol). TrueCrypt BbiNONHAET WngpoBaHue
3TOro pasgena, ToNbKo ecnuv Bbl Bbibpanu WwmdpoBaHme BCErO CUCTEMHONO AUcKa (a He
lWndpoBaHMe TOMbKO pasgena, B KOTopoM yctaHoBrieHa Windows).
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CKpbITasi onepauuoHHasa cuctema

Bo3MOXHbI cuTyaumm, Korga KTo-To BbIHYAUT Bac paclumdpoBaTb ONEPaLMOHHYIO CUCTEMY.
3ayacTyto Bbl MPOCTO HE CMOXETE 3TOMY BOCMPOTMBUTBLCA (Hanpumep, Npu BbiMoraTensctee). Ha
aTOT cny4an TrueCrypt no3BonsieT co3gaTtb CKPbITYHO ONEPALMOHHYK CUCTEMY, HAnn4mMe KOTOpon
AOIMKHO BbITb HEBO3MOXHO [0Ka3aTb (Npu yCroBun cobritofeHns HEKOTopbIX npasun). Takum
o6pa3som, BaMm He nNoTpebyeTcsa paclumdpoBbiBaTh CKPbITYHO ONEpPaLMOHHY0 CUCTEMY UK
coobuwaTb OT Heé naponb. MogpobHocTn cM. B pasaene Ckpbimas onepayuoHHasi cucmema B
rnaee lNpasdornodobHoe ompuuyaHue npudyacmHocmu.

OnepauuoHHbIe CUCTEMbI, NOoAAepXKUBaKOLWMe CUCTEMHOE WndpoBaHue

lMpumeyaHue: nocne Toro Kak 6bina BeinyleHa ata Bepcusa TrueCrypt, Morna nosBuUTbLCA HOBas
BEpPCUS onepaunoHHON CUCTEMbI, MPOBEPEHHAS HA MOMHYK coBMeCTMMOCTb ¢ TrueCrypt. MNoatomy
ecnu 310 camas Hosas ctabunebHas Bepcus TrueCrypt, Bam cnegyeT 03HAaKOMUTBCHA C OHNaWH-
BapuaHTOM JaHHOW rnasbl N0 agpecy:
http://www.truecrypt.org/docs/?s=sys-encryption-supported-os

B HacToswmmn momeHT TrueCrypt MmoxeT 3awmndpoBbiBaTh CriegyoLlme onepaunoHHble CUCTEMBbI:

e Windows 7 (32- n 64-pa3psigHasa Bepcumn)

e Windows Vista (SP1 n HoBee)

* Windows Vista x64 (64-pa3psiaHasi Bepcusi) (SP1 1 HoBee)
¢ Windows XP

*  Windows XP x64 (64-pa3psgHas Bepcusi)

*  Windows Server 2008 R2 (64-pa3psigHas Bepcus)

¢ Windows Server 2008

*  Windows Server 2008 x64 (64-pa3spsgHas Bepcusi)

¢ Windows Server 2003

*  Windows Server 2003 x64 (64-pa3psiaHas Bepcusi)

Mpumeyanue
[MoMuMo npouunx, He NogaepXKuBatroTcsa criegyloLimne onepaumoHHble cuctembl: Windows 2003 |A-64, Windows 2008 IA-
64, Windows XP |A-64, a Taioke BcTpanBaemMble/nnaHweTHble Bepcun Windows.

Cwm. Tarke pasgen OnepayuoHHble cucmembl, noddepXKusarouiue cucmemMHoOe WuUgposaHue.

HOuck BoccTtaHoBneHua TrueCrypt (Rescue Disk)

Mpn nogroToBke K WndpoBaHUo cucteMHoro pasgena/ancka TrueCrypt TpebyeT, YToObI BbI
co3fganu Tak HasbiBaembli guck BocctaHoBneHus TrueCrypt (Ha CD/DVD). OH HyXeH B
cnegywLwmx crnyvasnx:

» Ecnu akpaH 3arpy3umnka TrueCrypt He nosBnseTcs nNpu ctapTe KOMNbloTEPa (MNN eCNu He
3arpyxaetca Windows), Bo3MOXHO nospexaeHue 3arpy3sumka TrueCrypt. C nomoLbio
Ancka sBocctaHoBneHus TrueCrypt 3arpy3ymk MOXHO BOCCTAHOBUTL W, Takum obpasom,
BEPHYTb AOCTYN K 3aMpoOBaHHON CUCTEME U AaHHbIM (NPU 3TOM, OJHAKO, BaM BCE paBHO
ByaeT HYy)XHO BBECTW NMpaBuUnbHbIA Naponb). Ha akpaHe Ancka BOCCTaHOBMEHNs Bbibepute
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Repair Options > Restore TrueCrypt Boot Loader. 3atem HaxmuTe ‘Y’ ans
noaTBepXaeHnsa OencTBusl, N3BneknTe anck BocctaHosnenus ns CD/DVD-Hakonutens m
nepesarpysute KOMNboTep.

Ecnn 3arpy3uuk TrueCrypt yacto noBpexagaercsa (Hanpumep, nU3-3a HeakkypaTHO
HanuncaHHoro N0 akTuBauumn) UM eCnn HyXHO, YTOObI Ha XKECTKOM AUCKEe He ObIno
3arpy3uumka TrueCrypt (Hanpumep, ecrnv Bbl XOTUTE UCMNONb30BaTh anbTepPHATUBHbIN
3arpysuumk/gucnetyep 4ns Apyrux onepaumoHHbIX CUCTEM), B 9TOM Cly4ae MOXHO
3arpyxaTbCsl HenocpeacTBeHHO ¢ aucka BocctaHoBneHnsa TrueCrypt (MOCKONbKY OH Takke
cogepxut 3arpysumnk TrueCrypt) 6e3 BoCCTaHOBMEHNS 3arpy3yvmka Ha XXECTKOM OMCKe.
MpocTo BCTaBbTe ANCK BoccTaHoBMeHss B CD/DVD-HakonuTenb U BBEAUTE Ha ero aKkpaHe
napornb.

Ecnun Bbl BBOgMTE NpaBusibHbIA Naponb, HO TrueCrypt roBopuT, YTO Naposib HEBEPHLIN,
BO3MOXXHO MOBpEXAeHUe MacTep-KiYva Unm Apyrux BaXHbIX AaHHbIX. [nck
BoccTaHoBrneHus TrueCrypt N03BONSIET X BOCCTAHOBUTL W, TAKMM 06pa3oM, BEPHYTb
AOCTYN K 3alWMdpPOBaHHON CUCTEME U AaHHbIM (pasyMeeTcs, Npu 3TOM Bam OyaAeT HYXXHO
BBECTU NpaBuiibHbIN Napornb). Ha akpaHe gucka BoccTaHOBNEeHUA Bolbepute Repair
Options > Restore key data. 3aTem BBeguTe naporb U Haxmute Y’ Ans NoATBEpXOeHUN
OencTBus, n3Bneknte guck socctaHosneHna ns CD/DVD-HakonuTens n nepesarpysute
KOMMbIOTEP.

MpumeyaHue: gaHHyo OYHKUUIO HENB3S UCNONb30BaTh AN BOCCTAHOBNEHWS 3arosioBka
CKpbITOro TOMa, Haxo4sLWEerocsi BHyTpU CKpbITOM onepauyMoHHON cuctemMbl (CM. pasgen
Ckpbimas oriepauuoHHas cucmema). YtTobbl BOCCTAHOBUTL 3aroflIoBOK Takoro Toma,
HaXXMUTE KHOMKY Ycmpolicmeo, BbibepuTe pasgen, cneayowmin 3a pa3genom ¢ o06maHHON
cuctemon, Haxmute OK, Bblbepute Cepsuc -> BoccmaHo8UMb 3a20/1080K Moma W
cnegymnte NHCTPYKLMAM.

BHMMAHWE: MNpn BOCCTaHOBMNEHUMN KIMOYEBbLIX AAHHbIX C MOMOLLLIO ANCKA
BoccTaHoBreHus TrueCrypt Takke NPOUCXOAUT BOCCTAHOBIIEHUE NAPOSis, KOTOPbLIA ObiS
AencTBUTeNeH Ha MOMEHT co3aHna aucka socctaHoBneHusa TrueCrypt. MNoaTtomy npu
Ka)xgon CMeHe naporns Heo6x0AMMO YHUYTOXaTb paHee CO34aHHbIN ANCK BOCCTaHOBMNEHUS
TrueCrypt 1 co3gaBaTb HOBbIW (4519 3TOr0 HY>HO BblbpaTb Cucmema -> Co30amb QuCK
goccmaHoerieHuUs1). B npoTMBHOM cryyae, ecrniv HenpusiTenb 3HaeT Ball CTapbIvi Naposb
(Hanpumep, OH NOMYYMI €ro ¢ NOMOLLBI OAHOM M3 KNaBuaTypHbIX Nporpamm-
nepexeaTyMKoB) 1 HANMOET BaLL CTapbi guck BocctaHoBreHnsa TrueCrypt, oH cmoxeT
BOCMOMb30BaTbCA UM A1 BOCCTAHOBMEHMS KINOYEBbIX AaHHbIX (MacTep-knoya,
3aWwWndpoBaHHOro CTapbiM Naponem) u, crnegoBaTenbHO, paclingpoBaTh Ball CUCTEMHbIN
pasgen/guck.

Ecnn Windows noBpexxaeHa 1 He MOXeT 3arpy3uTbCsi, C MOMOLLbIO AncKa
BoccTaHoBrieHnsa TrueCrypt MOXXHO NnepmMaHeHTHO paclwmdpoBaTth pasaen/guck o Havana
3arpysku Windows. Ha akpaHe gucka BoccTtaHoBreHusa Boloepute Repair Options >
Permanently decrypt system partition/drive. BeeguTte npaBunbHbIA NAaposb N OOXANTECH
3aBepLueHns onepaunn aewmndgposaHus. lNocne aToro Bl CMOXeTe, HanpuMep,
3arpysutbcsi ¢ yctaHoBodHoro CD/DVD-gucka Windows, 4ToObl MCNpaBuTb YCTaHOBKY
cuctembl. O6patuTe BHMMaHWeE, YTO 3Ta (PYHKUUSA HENpUMeHUMa AN AewngpoBanns
CKPbITOro TOMa BHYTPU CKPbITOM OnepaumoHHOM cuctembl (CM. pasgen Ckpbimas
orepayuoHHasi cucmema).

MpumevaHue: B criydyae nospexaeHns Windows (HEBO3MOXHOCTM 3arpyskun) eé Takke
MOXHO BOCCTaAHOBUTb (MNN MOMY4MTb AOCTYN K XpPaHALWMUMCS B HeW channam), He npuberas
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K AewncpoBaHnio CUCTEMHOrO pasaenal/ancka. [Ina aToro Hy)kHO npogenaTb criegyoulee.
Ecnu y Bac B KOMMNbOTEPE HECKONBbKO ONEPaLMOHHbIX CUCTEM, 3arpy3uTe Ty, KOTopasi He
TpebyeT [o3arpy304Hon ayTeHTUdUKaumm. Ecnu B komnbloTepe BCero ogHa
onepauMoHHas cuctema, MoOXHO 3arpysntbcs ¢ nomowbio CD/DVD-gucka ¢ WinPE mnnu
BartPE nn6o nogkniounTb CUCTEMHbBIN OUCK KaK BTOPUYHBIN/BHELLHWIA ONUCK K APYrOMY
KOMMbIOTEPY M 3arpy3nTb ONEPaLMOHHY CUCTEMY, YCTAHOBMEHHYIO HAa TOM KOMMbIOTEPE.
Mocne 3arpy3kun cuctemsol 3anyctute TrueCrypt, HaxXmuTe KHOMKy Ycmpolicmeo, BbibepuTte
WMHTEPECYOLLMIA Bac CUCTEMHbIN pasgen, Haxmute OK, Bblibepute Cucmema >
CmoHmuposame 6e3 do3azpy304HOU aymeHmudbukayuu, BBEANUTE CBOW Naposib
Ao3arpy3odHon ayTeHTudmkaumm n Haxxmmte OK. OToT pasgen 6yaeT CMOHTMPOBaH Kak
00bI4HbIN TOM TrueCrypt (T. €. gaHHbIe OyayT pacwmdpoBbLIBATLCS/ILIMGPOBATLCA Ha NeTy
B O3Y, kak u Bcerga).

e Baw awnck BocctaHoBrneHust TrueCrypt cogepXnt pe3epBHYH KONUKO MCXOQHOIo
cCoOepXXUMOro rnepBon QOPOXKKK AUCKA (COenaHHy 00 Toro, kak Tyga Obin nponucaH
3arpy3umk TrueCrypt) n nossonseT B crnyyae HeobxoanmocTn eé BocctaHoBUTh. Nepeas
AOPOXKa 0ObIYHO COAEPXKUT CUCTEMHbIN 3arpy3dnk unu gucnetdep 3arpy3ok OC. Ha
3KpaHe aucka BocCTaHOBIEHUs BbibepuTe Repair Options > Restore original system
loader.

Obpamume eHumaHue, Ymo Oaxxe ecriu 8bl momepsieme ceoli Auck eoccmaHosneHusi TrueCrypt,
U e2o Halidém eaw Hernpusimesib, OH/OHa 8CE€ pagHO He CMOXXem pacliugposams CUCMEeMHbIU
pa3sden unu OUCK, He 3Hasl NpasuJsibHbIlU aporib.

UTo0bl 3arpy3nTbes ¢ gucka BocctaHoBneHusa TrueCrypt, BctaBbTe ero B CD/DVD-HakonuTenb u
nepesarpysute komnbtotep. Ecnn akpaH gucka BocctaHoBneHus TrueCrypt He nossuncs (unu
€Cnu Bbl He BMANTE Ha akpaHe anemeHTa ‘Repair Options’ B pasgene ‘Keyboard Controls’),
BeposiTHO, BIOS Bawero MK HacTpoeH Tak, 4To cHayarna BbINOSIHAETCS 3arpy3ka C KECTKOro
auncka, n nuwb notom ¢ CD/DVD-HakonuTens. B aToM criyyae nepesarpysuTte KOMMboTep,
HaxxmuTe knasuwy <F2> unu <Delete> (cpasy xe, kak nosasutcsa nigopmauus BIOS) n
AO0XAONTECH NOSIBIEHMs 3KkpaHa HacTponkn BIOS. Ecnu skpaH HacTpovikn BIOS He nosiBuncs,
CHOBa nepesarpysnTte KoMnbloTep (Haxxmute kHonky Reset Ha kopniyce 1K) n cpasy e HauHuTe
NMOCTOSIHHO HaxxmMMaTb knasuwy <F2> unu <Delete>. Koraa nosasutcs akpaH HacTporiku BIOS,
ckoHdurypmpynte BIOS Tak, 4toObl 3arpy3ka cuctembl cHavana npovcxoguna ¢ CD/DVD-
HakonuTens (0 TOM, Kak 3TO caenaTtb, CM. B AOKYMEHTauuMM Ha Bawy cuctemHyto nnaty/BIOS nnu
NMPOKOHCYNbTUPYUTECH B Criybe Texnoaaepxkn noctaswuka sawero [1K). 3atem cHoBa
nepesarpysnte KOMnbloTep. JKpaH ancka BocctaHoBneHms TrueCrypt Tenepb 4OMKEH NOSABUTLCS.
MpumevaHne: 4tTobbl BbIbpaTh Repair Options Ha akpaHe ancka BocctaHoBneHus TrueCrypt,
MOXHO HaXkaTb Ha KnaBuaType knasuwy <F8>.

B cnyyae noBpexaeHusa Ballero ancka BOCCTaHOBIEHMS Bbl MOXETE CO3[aTb HOBbLIN, BbiOpaB B
mMeHto Cucmema komaHgy Co3damb Ouck 8occmaHo81eHUs1. YToObl BbIICHUTb, MOBPEXAEH UMK
HeT anck BocctaHoBneHust TrueCrypt, BctaBbTe ero B CD/DVD-HakonuTenb n Boibepute
Cucmema > lNposepumpb OUCK 80CCMAaHOBIIEHUS.
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NMpaBaoonoao6HoOe oTpulaHUe NPUYACTHOCTHU

Ha cny4an, ecnv NpoOTUBHUK BbIHYAMT Bac coobwuntb naponb, B TrueCrypt npegycmoTpeHo ABa
BMAa npaBaonogobHOro oTpuuaHus NPUYacTHOCTHU:

1.

CkpbITble TOMa (CM. NogpPoOBHOCTU HWXKe B pasaene Ckpbimbil MOM) U CKPbITble
onepauuoHHble cuctemsbl (cM. pasgen Ckpbimas orepayuoHHas cucmema).

Moka He ByaeT BbINONHEHO AewndpoBaHne, pasaen/yctponctso TrueCrypt BbIrNAauT He
Bonee 4em kak Habop cny4arHbIX AaHHbIX (HMKaAKOro poga "curHatyp" B HEM He
cogepxutcs). NosaTomy AOMKHO ObITb HEBO3MOXHO 2apaHmupo8aHHO ymeepxoamsp, YTO
pasgen unmn yctpoucTeo aBnaTcs Tomom TrueCrypt nnm 4to oHM 3awmndpoBaHbl (Npu
ycrioBumn cobniogeHnst TpeboBaHui, NnepeyncrieHHblx B rmaee TpebosaHusi 6e3onacHocmu
u mepsbi nipedocmopoxHocmu). MNMpaegonogobHoe 06bACHEHUE HaNM4Kus
pasgenalycTpocTBa, coaepX)allero TOMNbKo CryvyanHble AaHHble, MOXeT ObiTb TakuM: Bbl
YHUYTOXWMN (CTEPNN C HAAEXHbLIM 3aTUPaHMEM AaHHbIX) coaepXumoe
pasaenal/ycTpocTBa C MOMOLLbIO OAHOM M3 NPOrpaMm, NpeaHasHadYeHHbIX ANst yaaneHus
WMHpopMaLMK C eé nepesanncbio cryvyanHbiMn AaHHbIMK (Ha camom aene TrueCrypt Takke
MOXHO MCNONb30BaTh ANs HAAEXHOIO CTUpaHWA pasgena/ycTponcTaa — AN 3TOro HyXKHO
co3faTb BHYTPU HEro nycTon 3alumngpoBaHHbIA pasgen/ToM Ha OCHoBe yCcTporcTBa). MNpu
3TOM, ogHako, TpebyeTca NnpegoTBpaLLaTh YyTEUYKM AaHHbIX (CM. pa3gen Ymeyku 0aHHbIX) 1
Takke UMeTb B BUAY, YTO NpY LUMGPOBaAHNN CUCTEMBbI NepBas AOPOXKA AMUCKA COLEPXKUT
(He3awwmdpoBaHHbIN) 3arpy3ymnk TrueCrypt, naeHTUdMKaUMS KOTOPOro HE COCTaBnNseT
Tpyaa (nogpobHocTn cM. B rnaee LughposaHue cucmemsbi). B crniyvae wmndpoBaHns
cucTeMbl NpaBaonogobHoe oTpuuaHMe NPU4acTHOCTM A4OCTUraeTcs Co34aHUeEM CKPbITON
onepaumoHHoM cuctembl (cM. pasgen Ckpbimas oriepayuoHHas cucmema).

XoTta Toma TrueCrypt Ha ocHoBe haiinoB (KOHTENHEPDI) U HE CoaepPXKaT HUKAKOro poaa
"curHatyp" (Ao Tex nop, noka He GyaeT BbINOMHEHO AelMdpoBaHNe, ToMa BbIMMSAAAT NULLb
Kak Habop criyyarHbIX AaHHbIX), OHU He obecneunBaloT HUKaKoro NpasgonogobHoro
OTpULAHMS NPUYACTHOCTK, TaK Kak NPaKTUYECKN HEBO3MOXHO NpaBaonogobHO 06bACHUTL
Hanuune danna, cogepkaLlero TonbKo cryvyanHble AaHHble. TeM He MeHee,
npaBgonogo6HOro OTpULAHNS NPUYACTHOCTM MOXHO A0OUTLCA U NPU UCMOSTb30BaHUN
Toma TrueCrypt Ha ocHoBe (parna (KOHTenHepa), ecnv co34aTtb BHYTPU HErO CKPbITbIA TOM
(cM. Huxe).

MpumeyaHus

Mpn bopmaTupoBaHnn pasgena XKECTKoro gucka kak Toma TrueCrypt (Mnu wudposaHus
pasgena Ha mecTe), Tabnuua pasgenos (BKNovast TMn pasgena) Hukoada He U3MEHSIETCH
(B Tabnuuy pasgenoB He BHOCUTCS HUKaKUX “curHatyp” unm “maeHtndpumkatopos”
TrueCrypt).

CyulecTByloT MeTOAbl OOHapYXeHUs annos U yCTPOUCTB, COAEPXKALLMX CRyYanHble
AaHHble (Takux, kak Toma TrueCrypt). TeM He MeHee, 3TO HUKakum obpas3om He OOIMKHO
BNUATb Ha NpaBoonoAobHOCTb OTpULAHUA NpU4acTHOCTU. Ecnn HenpuaTenb He MoXeT
2apaHmupoeaHHoO ymeepxdamb, YTO pa3gen/ycTtponcteo asndetca Tomom TrueCrypt nnum
4yTO B (painne, pasgene unu yCTpomcTee coaepXkuTca ckpblThini ToMm TrueCrypt (npu
yCNOBMM, YTO Bbl COBMIONM BCE YCNOBMS, onncaHHble B rnaBe TpebosaHusi 6esonacHocmu
u Mepsbi npedocmopoxxHocmu v B nogpasaene TpebosaHusi be3onacHocmu U Mepbi
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npedocmopPOXHOCMU KacamesibHO CKPbIMbIX MOMOS).

CKpbITbIN TOM

Bo3MoxHblI CuTyauummn, Kkorga KTo-T1o 3aCtaBuT Bac coobWmnTb naposib OT 38LIJI/ICprBaHHOFO TOMa.
Bo mHormx cny4yasax Bbl MPOCTO HE CMOXETE O0TKa3aTbCA 3TO CAefaTb (Hanpmmep, npun
BbIMOFaTeJ'IbCTBe). VMcnonb3oBaHue Tak Ha3blBaemMoro CKPbITOIo TOMa no3BondeT 6narononquo
BbIXOOUTb N3 TaKUX CMTyaLLMVI, HE coo6u_|,a9| napoJsib OT TOMa C BallnMn gaHHbIMW.

OBeI4HBIR ToM TrueCrypt

Mecto, aaHAToe dainamu

3aronoeok obblyHOro TOMA CeobogHoe MecTo (cogepsalles CNyJaiHele 0aHHEIE)

OB6bI4HBIN ToM TrueCrypt nocne co3gaHWMA BHYTPW HEro CKpbITOre Toma

3aronoeok CEpPBITOrO TOMAa 0BnacTe OaHHBIX CEPEITOMO TOMA

Cxema 06b14HO020 moma TrueCrypt 0o u nocne co3daHusi BHympu HE20 CKPbIMO20 MoMa.

MpuHUMN ckpbITOro Toma B ToM, 4To ToM TrueCrypt cosgaérca BHyTpu apyroro Toma TrueCrypt (B
cBobogHOM MecTe ToMa). [laxke Npy CMOHTUPOBAHHOM BHELLUHEM TOME HEBO3MOXHO
rapaHTVPOBaHHO YTBEPXAATb, €CTb BHYTPW HETO CKPbITbIA TOM UK HET', Tak kKak cBOGoAaHOE
mecTo B /io6om Tome TrueCrypt Bceraa 3anonHseTcs cryvyaiHbIMU AaHHbIMY MPY Co3aaHun?
TOMa, Y HUKaKyt YacTb (HECMOHTUPOBAHHOIO) CKPbITOrO TOMa Henb3s OTAUYUTL OT CyYamHbIX
AaHHbIX. OBpaTtuTte BHMMaHue, 4Yto TrueCrypt HMKaK He MoamduumnpyeT pannoByo CUCTEMY
(nHopmauuto o ceob6ogHOM MECTE U T. A.) BHYTPU BHELLUHErO TOMa.

' Mpw ycrnoBumn cobnofeHust BCex MHCTPYKLUIA MacTepa cosfgaHust TomoB TrueCrypt, a Takke TpeGoBaHWI, ykasaHHbIX B
nogpasgene TpebosaHusi 6e3onacHocmu U Mepbi MPedoCcmMopPOXHOCMU KacamesibHO CKPbIMbIX MOMOS.

2 Mpm ycnosum, YTo Gbinu BIKIIOYEHbI NapameTpbl Boicmpoe hopmamupogaHue w JuHamudeckuli, U 4TO TOM He
COAEPXMUT hannoBon cnucTemsl, 3alumdpoBaHHon Ha mecTte (TrueCrypt He No3BoNsAeT Nonb3oBaTenio co3gasaTb
CKPbITbIM TOM BHYTpM Takoro Toma). CBeeHus o metofe 3anorHeHus cBoO6O4HOro MecTa B TOME CryYaiHbIMU JaHHBIMU
cM. B rmaBe TexHu4yeckue nodpobHocmu, pasgen Cneyugpukayusi popmama momos TrueCrypt.
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Maponb A4ns CKpbITOro ToMa AOSPKEH CYLLECTBEHHO OTNMYATLCSA OT Napons AN BHELIHEro Toma.
Mepen cosgaHnem CKpbITOro ToMa criegyeT CKONMpoBaTh BO BHELLIHWUIA TOM HEKOTOPOE KONMUYECTBO
OCMBbICMIEHHO BbIMMSAsLWmMX hannos, KOTopble Ha caMOM aerne BaM ckpbiBaTb HE Tpebyetca. O1n
Gannbl 6yayT cnyxutb Ans BBeAeHus B 3abnyxgeHne Toro, KTo BbIHYAUT Bac COOOLNTL Naporb.
Bbl cooOLWMTE TOMBKO NApOosSib OT BHELLHErO TOMa, HO HE OT CKpbITOro. darinbl, 4eNCTBUTENbHO
NpeacTaBnsaoLWLne ansa Bac LEHHOCTb, OCTAHYTCA B HENPUKOCHOBEHHOCTU B CKPbITOM TOME.

CKpbITbI TOM MOHTUPYETCS TakK e, Kak 0ObI4HbIA TOM TrueCrypt: HaxmuTe KHonky ®@alinn unn
Yempolicmeo, Bblbepute BHELLHWI (XOCT) TOM (BaXHO: ybeanTech, YTO 3TOT TOM He
CMOHTMpPOBaH). 3aTteM HaxxmuTe KHonky CMOHmMuUposame 1 BBeAUTE Naporb ANS CKPbITOro ToMa.
Kakown Tom OygeT CMOHTUPOBAH — CKPbITbIA NN BHELLHWIA — ONPEeAenseTcs TONbKO yKa3aHHbIM
naponem (T. €. ecnu BBEAEH Naposb A5 BHELLHEro TomMa, 7o 6ygeT CMOHTMPOBAH BHELLHUA TOM,
a ecnu ykasaTb Napofb 4151 CKPbITOro, TO CMOHTUPYETCS CKPbITLIN TOM).

WMcnonb3ysa BBeAEHHbIN Naponb, TrueCrypt cHavana neiTaeTcs pacwmdpoBaTh 3arofloBOK
o6bIvHOro Toma. Ecnum atoro caenatb He ygaéTcs, BbINONHAETCA 3arpy3ka obnacTtu, rae MoxeT
HaxoaMTbCS 3arofloBOK CKPbITOro Toma (T. . 6antel 65536—-131071, cogepalume NCKNoYNTENBHO
Crny4yariHble AaHHble, eCrv BHYTPY TOMa HET ckpbiToro Toma) B O3Y mn nonbiTka pacwumdgpoBaTth eé
C NOMOLLBIO yKa3aHHoro napons. ObpaTnute BHUMaHUE, YTO 3arofloBKN CKPbITbIX TOMOB HE MOTyT
ObITb MOEHTUPMLUMPOBAHDI, TaK KaK OHU BbIMMSAAAT Kak abContoTHO cnyvariHble AaHHble. Ecnn
3arofioBOK YCMeLHO pacwmdpoBaH (MHopMaumio o Tom, kak TrueCrypt onpegensieT, ycnewHo
N OH pacundpoBaH, cM. B pasgerne Cxema wugposaHusi), U3 paclumdpoBaHHOIo 3arosioeka
(koTopbIN No-NpexHemy HaxoguTtcst B O3Y) nssnekaTcsa cBe4eHNsSI O pa3Mepe CKPbITOro Toma u
BbIMOMHSETCA MOHTUPOBAHME CKPbITOro Toma (Mo ero pasmepy Takke onpeaenseTcs ero
CMeLleHue).

CKpbITbIN TOM MOXHO co3faBaTtb BHyTpu ToMa TrueCrypt ntoboro tvna, T. €. BHYTpU TOMa Ha
OCHOBe (parina unv Toma Ha OCHOBE YCTPOWCTBA (Ana aToro TpebytoTca npaBa agMUHUCTpaTopa).
UTt06bl co3aaTth ckpbIThii TOM TrueCrypt, B rmaBHOM OKHe Mporpammbl HaXXMuTe KHonky Co3damb
mowm v BbIbepute Coz0amsb ckpbimbiti mom TrueCrypt. B okHe macTepa b6ygeT npegocraBneHa
BCS1 UH(bOpMaUWsi, HeOOxoaMMas Anst YyCnewHoro co3aaHus ckpbitoro Toma TrueCrypt.

Mpw co3gaHum CKpbITOro TOMa A1 HEOMNbITHOrO Nosb30BaTeNst MOXET OblTb BECbMA
3aTpyAHUTENBHO UK faxe BOobLLe HEBO3MOXHO YCTAaHOBUTbL pa3Mep CKPbITOro TOMa Tak, YToobl
TOT He NepeKpbiBan AaHHble BO BHELWHEM Tome. [oaToMy macTep co3gaHus TOMOB
aBTOMATMYECKN CKaHMPYET KapTy KnacTepoB BHELLUHEro Toma (nepepn co3gaHuem BHYTPU HEro
CKPbITOro TomMa) 1 onpeaensieT MakcMmMarbHO BO3MOXHbIA pa3Mep CKpbIToro Toma.’

B cny4yae BO3HUKHOBEHUA Kakmx-nnbo npo6neM npn co3gaHmMn CKpbITOro Toma, CM. BO3SMOXXHblE
pelweHuna B rmaBe ycmpaHeHue Herlos1a0oK.

O6paTtnTe BHUMaHWE, YTO TaKkke MMeeTCs BO3MOXHOCTb CO3[aBaTh M 3arpyxaTb ONepaunuoHHY0
CMCTEMYy, pacnornararLlyrocs B CKpbITOM ToMe (cM. pasaen Ckpbimas onepayuoHHasi cucmema B
rnaee [MpasdornodobHoe ompuyaHue rnpudacmHocmu).

' MacTtep ckaHUpyeT KapTy KNacTepoB C Lienbio HaluT pasmep HenpepbiBHOW CBOBOHOM o6nacTu (ecnu TakoBas
CYLLIECTBYET), KOHeL, KOTOPOW BbIPOBHEH MO KOHLY BHeLLUHero Toma. [laHHas obnactb NnpefocTaBnsaeTcs Nog CKpbIThIN
TOM, MO3TOMY MakCUmarnbHO BO3MOXHbIV pasMep CKpbITOro ToOMa orpaHudeH eé pasmepoM. B cpege Linux n Mac OS X
KapTa knactepoB MacTepOM He CKaHMpYeTCs, HO ApanBep HaxoauT nobble AaHHble, 3anvMcaHHble BO BHELLHEM TOME, U
ncnonb3yeT UX pacnonoXeHne, kak onncaHo paHee.
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3awumTa CKPbITbIX TOMOB OT HOBpe)KAeHMﬁ

Ecnu Bbl MOHTMpPYeTe Tom TrueCrypt, BHyTpy KOTOPOro HaXOAMTCA CKPbITbIN TOM, TO MOXeTe
cyumbleampe AaHHble N3 (BHeELWLHero) Toma 6e3 Bcakoro pucka. OgHako ecnu Bam (unu
onepaumoHHOM cucteme) notpebyeTca 3anucame AaHHbIE BO BHELIHUA TOM, €CTb PUCK MOBPEAUTb
(nepesanucatb) CKpbITbI TOM. YTOOLI n3bexatb NogobHON cUTyaLun, CKPbITbIN TOM cnegyeT
3aWNTUTb, O YEM N NONAET 30eCb peyb.

Mpy MOHTMPOBAHUM BHELLHEro TOMa BBeAUTE ero naporsb U, npexae Yem HaxaTtb OK, HaxmuTe
KHOMKy [Tapamempesi:

Beeaute napont ana \Device\Harddisk1\Partitiond

Maponk: I | | oK I

[T KswwposaTs naponm W knioMeskIe bains OTHEHE |

[T Dowas napons
™ Knigs. daiina Kmou, gaiinei... | | Mapaverpe.. |

B nosiBuBLLIEMCA OManoroBoM okHe [Tapamempbl MOHMUPOBAaHUS BKIOUYMTE ONUMIO 3awumume
CKpbIMbIU MOM O0m 108PEXOeHUST MpuU 3anucu 80 eHewWHuUl mom. B none lNaposib CKpbimozo
moma BBeanTe Naponb Ansa ckpbitoro Toma. Haxmute OK, a 3aTtem HaxmuTe OK B OKHE BBOAA
OCHOBHOrO Naponsi.

Truelrypt - NapaMeTpbl MOHTHPOBIHARA ﬂ
r MOHTHMPOBATD KaK TOM TONBKO ANA YTEHWA

I_ MOHTHPOBETL TOM Kak gﬂEHHblﬁ HOCUTENE OTMEHE
I_ Mo BOSMOMHOCTH MPMMEHATE KOMKED 3aronoBKa, BCTPOEHHYHD B TOM

[” MonTupoBaTs pasaen c wwbposaHen OC Bes nosarp. ayTeHTHMKALIMA

—3alKTa CKPEITOrD TOMa

||7 SEMTHUTE CKPLITHIA TOM OT NOBPEMAEHWA NP 3EMACM BO BHELWLHWA TOM |

Maponk CKPbITOro TOMA: I i I

{2cnu nycTo, To M3 KIWa)
[ Mokas napons Karou. dalinet. .. |

[T KnioueBwie daiins

Y70 Takoe '33LIKMTA CKDBIThIX TOMOE'?

O6a naponsa gOmkHbl 6bITb NPaBUbHBIMK; B MPOTUBHOM Cllydae BHELHUA TOM He ByaeT
CMOHTUpOBaH. Npu BKMOYEHHOM 3aLmTe ckpblToro Toma TrueCrypt Ha camom gene He MOHTUPYeT
CKpbITbIN TOM. OH TONMbKO pacwmngpoBbiBaeT ero 3arofioBok (B O3Y) u nonyyaeT MHopMaLmio o
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pa3Mepe CKpbITOro Toma (13 paclunmgpoBaHHOrO 3arofioBka). 3aTeM MOHTUMPYETCS BHELLUHWUA TOM,
a ntobble NonbITKM 3anncKn AaHHbIX B 0611acTb CKPbITOrO TOMa OTKITOHATCA (MoKa BHELUHWI TOM
He BygeT pasmoHTMpoBaH). O6paTuTe BHMMaHue, 4To TrueCrypt Huko20a U HUkaK He
moaudmumnpyeT channoByro cucteMmy (Hanpumep, cBegeHUs1 0 pacnpeaenéHHbIX Knacrepax,
061bEM cBOOOAHOro NPOCTPaHCTBA U T. A.) BHYTPM BHeLIHero Toma. Kak Tonbko Tom 6yaer
pPa3sMOHTUPOBAH, 3awmTa oTkntovaeTcs. lpn NOBTOPHOM MOHTUPOBaHMK TOMA ONpPeAennTb,
NPUMEeHANAchb N1 3aWmuTa CKPbITOro TOMa, HE803MOXXHO. 3aLUUTY CKPbITOro TOMa MOXeT
BKJ1HO4aTb TOJIbKO NOSib30BaTeNb, yKa3biBaloLWMN NpaBuUNbHbIA Naponb (U/Wnu KnyeBble
c¢hannbl) ANA CKPbLITOro ToMa (NPU KaXXAoM MOHTMPOBaHUM BHELLHEro Toma).

Kak Tonbko 6yaeT oTBeprHyTa/npegoTBpalleHa npeanpuHaTas onepaums 3anucu B obnacTb,
3aHMMaeMyo CKpbITbiIM TOMOM (A4S 3aWwuThl CKPbITOrO TOMa), BECb XOCT-TOM (06a Toma —
BHELLHWUIA U CKPbITbIN) CTAHOBUTCA HEAOCTYNHLIM AN 3anucu Ao TeX Nop, Noka oH He ByaeT
PasMOHTMPOBaH (NpW Kaxaown NonbITke 3anucu B 3TOT ToM Apansep TrueCrypt nepenaét cucreme
owmnbKy ‘HeBepHbI napameTp’). Taknm ob6pa3oM, CoxpaHseTcs BO3MOXHOCTb NpaBaonogo6Horo
OTpULAHNS NPUYACTHOCTM (MHaYe HEKOTOPbIE HECOOTBETCTBUSA BHYTPU (DannoBon CUCTEMbI MOTfn
Obl CBMAETENbCTBOBATL O TOM, YTO 4S5 9TOro TOMa NpMMeHsnach 3awmrta ckpbiToro Toma). Korga
npeaoTBpaLLaeTcs NoBpeXaeHne CKpbITOro Toma, ob aToM BbiAaéTca npeaynpexaatoLiee
coobLeHne (Mpy ycnoeuu, 4To BKNtodeHa pabota TrueCrypt B hOHOBOM pexumme, CM. rnasy
Paboma TrueCrypt 8 gpoHogom pexume). Kpome Toro, oTobpakaemMbliii B riaBHOM OKHE TuM
CMOHTMPOBAHHOIO BHELLHErO TOMa udMeHsieTcsa Ha ‘BHewHul(!)':

il

Toma Cwuctema WsfpanHos Cepeuc HacTpolik  Cnpaeka Bef-cTpaHvua

Hwck | Tom | Pasmep | ANropuTH WibpoBaHKA | Tun | =

G

Sl (5!

S H:

G ]

Gl ]

Gl |

Gav|: \Device\Harddisk1\Partition1 776 AES
S V]

S [\

Gl (0 oo
G P

S ()

Sa .

= _1H ;I

CoznaTe ToM | CEOHCTES TOME,. . | DYHCTHTE Kall |

— TaM

I \Device \Harddisk 1\Partition1 j Dain. .. |

¥ He coxpaqaTs McTopuio
OnepawaM © ToMaMM |

CMOHTHMPOBATL I| ABTOMOHTHMPOBaHWE PasMoHTMpOBaTH BCE ” Beixog H
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Tarkxke, B gnanoroBom okHe Cgolicmea moma B none CKpbimbIl Mom 3awjuuyéH BbIBOAUTCS:
‘fa (3awuma om rospexoeHud!)’.

O6paTute BHUMaHWe, 4YTO Npu NpeaoTBpaLLEHUN NOBPEXOEHUSA CKPbITOrO TOMa HUKaKas
nHcpopmaumsa o6 aTom cobbiTUn B TOM He 3anucbiBaeTcs. [locne pa3smMoHTMPOBaHMA U NMOBTOPHOrO
MOHTUPOBAaHWSI BHELLHEro TOMa B CBOMCTBaxX Toma He 6ydem CTPOKM “3awuma om nospexxoeHul’”.

MpoBepuTb, 3aLUULLEH NN CKPbITbIN TOM OT MOBPEXAEHUA, MOXHO HECKOMNBbKMMI cnocobamu:

1. Tlocrne MOHTUPOBAHWS BHELLHErO TOMa MOSIBAISIETCS OKHO C NOATBEPXKAAOLLMM
Co0bLLIEHNEM O TOM, YTO CKPbITLIN TOM 3aLLMLLEH (€CNN 3TOr0 COOBLLEHUS HE NOABUOCH,
CKPbITbIA TOM HE 3aLMLEN!).

2. B gnanorosom okHe Ceolicmea moma y none Ckpbimbil moM 3aWjuuiéH BbIBOOUTCS
3HayeHue ‘[]a’.

3. Tun CMOHTMPOBAHHOIO BHELLUHErO TOMa — BHewHud.

Ereoee il

Toma Cucrema Wzbpannoe Cepeuc Hactpoiik  Cripagka Beb-cTpaHiua

KK | Tam | FPazmep | ANropuTH WidbpoBaHA | Tun | -

S
S (3
S H
Gl ]
G ]!
S
“e: \Device'Harddisk1\Partition1 7.7  AES

Gl M

e

BAXXHO: Koa0a Henpusimenb ebiHy)0aem eac CMOHMUPO8amb 8HEWHUU MOM, 8bl,
pasymeemcsi, HE domxHbI MOHMuUposamb 8HeWHUU MOM C 8K/TFOYEHHOU 3awumou
CKpbIMo20 moma. Bbi 0o/mKkHbI MOHMuUpPoB8ame €20 Kak 06bIYHbIU MoM (rnocrse 4ye2o
TrueCrypt 6ydem noka3bieamb mun moma He "BHewHul", a "O6bI4HbIU"). O6pamume
@HUMAaHuUe, Ymo NoKa 6HeWHUlU MoM ocmaémcsi CMOHMUPOBAHHbLIM C 8KJTHOYEHHOU
3awumou cKpbImo20 moma, Hernpusimesib MOXeT 06Hapy)XXumb Hasnu4ue CKpbIMo20 moma
80 eHewHeM mome (OH/OHa cMoXxem e20 Halimu 0 mo20 MoOMeHma, rnnoka mom He 6ydem
pa3MoHmMupoeaH).

BHUMAHWE: Onuusa Sawumume CKpbimbIl MOM 0m r1oepexx0eHUus rnpu 3arucu 80 8HEWHUU mMom
B ANanoroBoM okHe lNapamempbl MOHMUPOBAaHUSI aBTOMATUYECKM cOpacbhiBaeTCsl B BbIKMIOYEHHOE
COCTOsiHME Mocre 3aBepLUEHHON NOMNbITKA MOHTUPOBAHMWS, HEBAXXHO, YCMELLHOW Ui HET (BCe yXe
3aLUMLLEHHbIE CKPbITbIE TOMA, pa3ymMeeTCsl, OCTaloTCA 3aWwmnLEHHbIMM). [oaTomy 3Ty onumio
HY>KHO BKITHOMaTb KaxkObili pa3, korga Bbl NbITAETECH CMOHTMPOBATb BHELLHWIA TOM (ECIN XOTUTE,
YTOObI CKPbITHIA TOM ObiNT 3aWMLEH OT NOBPEXAEHUN):
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Truelrypt - MNapamer pbl MOHTHPOBaHHA

I_ MOHTHMPOEATE KaK TOM TONBKO ANA YTEHKA

r MOHTHMPOBETD TOM Kak g"lEHHbIFI HOCUMTEND OTMeHa |

I- Mo BOSMOMHOCTHM NPMMEHATE KOMMKD 38ronNoBKa, BCTPOEHHYID B TOM

[T MonTpoBaTe pasaen c wwbposaHuen OC Bes fosarp. ayTeHTHMKALMA

—3alWuTa CKpBITOro ToMa

| I_ 3§IJJ.MTP‘ITI:| CK.FH:IITI:IIE TOM OT NOBPEXAEHHMA NP 3anici BO EHELHMIA TOM |

Map@iE CHEEITORD ToMa:
[EEnH MYETO, TOHE Kala)

r [[atas mapond K, i, . |

[T Knroueswe dainer

Y7o Takoe ‘3EWKMTE CKOBITHIX TOMOS ?

Ecnu Bbl XOTUTE CMOHTUPOBATb BHELUHUI TOM M 3aLLUNTUTL HAXOOALWMNCA BHYTPU HEro CKPbITLIN
TOM, UCMOMb3Ysl KILLUMPOBAHHbIE NAPONK, BbINONHUTE creayowme warn. Yaepxmnsas HaxaTomn
knasuwy <Control> (<Ctrl>), wénkHnte no kHonke CmMoHmupogams (Mnu BblbepuTte B MeH0 Toma
komaHay CmoHmuposams mom ¢ napamempamu). OTKpOeTCs AnanoroBoe okHo [Tapamempsi
MOHMUpPOB8aHUs. BKknoumTe B HEM onumio 3awumums CKpbimbIl MoM om noepexoeHus rnpu
3arucu 8o sHewWHUU MOM 1 OCTaBbTe Mnosne BBoda napons nyctoiM. 3atem Haxmute OK.

Ecnv Bam Hy>KHO CMOHTMPOBAaTb BHELLUHWIA TOM, M Bbl 3HaeTe, YTO B HEM He noTpebyeTca
COXpaHATb HMKAKMX AaHHbIX, Toraa Hanbonee yaobHbiM cnocobom 3aLmTbl CKPbITOro TOMa oT
nospexaeHun 6ygeT MOHTUPOBAHWE BHELLUHEro TOMa Kak JOCTYMHOMO TOMbKO AfS YTeHus (CMm.
Pasgen lNapamempbi MOHMUPOBaHUST).
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TpeboBaHus 6e30MacHOCT U Mepbl NPefOCTOPOXKHOCTU KacaTeSIbHO CKPbITbIX
TOMOB

Mpn ncnonb3zoBaHnn ckpbIToro Toma TrueCrypt HyXHO 06a3aTenbLHO cobnogaTh ONUCaHHLIE B
aTon rnase TpeboBaHna 6e3o0nacHOCTU N Mepbl NPeSOCTOPOXHOCTM. OTKa3 OT OTBETCTBEHHOCTU:
Mbl HE rapaHTUpyeM, YTO 3Ta rfaBa COAEPKUT CMUCOK 8cex Npobrem, CBA3aHHbIX C
6e30nacHOCTLIO, U aTak, KOTOpble MOXET NPEeANPUHATL Ball HENPUATENb, YTOObI NONYy4YMTb AOCTYN
K O@HHbIM, XpaHAaLWmMMcs B ckpbiTom ToMe TrueCrypt, nnu orpaHnynTs BO3MOXHOCTb TrueCrypt
HaOEXHO XpaHWUTb Takue AaHHble n obecnevmBaTb NpaBaonofobHoe oTpuLaHMe NPUYACTHOCTM.

* Ecnu HenpuaTens nmeet goctyn K (pasMoHTUpoBaHHoMY) Tomy TrueCrypt B HECKOMNBbKNX
TOYKax B TeYeHVe JOCTAaTOYHO ANUTENBHOrO BPEMEHU, OH MOXET onpeaenvTb, Kakme cektopa
TOMa n3mMeHsTCcA. Ecnn Bbl nsmeHseTe cogepXnumoe CKpbITOro Toma (Hanpumep,
cosgaéte/konupyeTe HOBble (halnbl B CKPbITbI TOM Ux
nameHsieTe/yoansete/nepenmeHoBbiBaeTe/nepemelLaete daninbl B CKpbITOM TOME, U T. 1.),
COOEPXKMMOE CEKTOPOB (3anMdpoBaHHbIA TEKCT) B 0611acTn, 3aHUMaEMOW CKPbITbIM TOMOM,
N3MeHsieTca. Y3HaB naporsb OT BHELLHErO TOMa, HeNnpusaTenb MOXeT notpeboBaTtb
06BACHEHMI, NOYEMY U3MEHWMNUCL 3TW ceKkTopa. Ecnu Bbl He AagunTe npasBaonogobHoro
0OBACHEHNS, 3TO MOXET NOCNYXUTb MOBOAOM 3arN0OA03pPUTb HanmymMe CKpbITOro TOMa BHYTPU
BHELLHEero Toma.

NwmeliTe B BMAay, 4TO Crny4au, noaobHble BblLLUEONMUNCAHHOMY, TaKXXe MOryT BO3HMKaTb B CrieayroLlnx
CUTyauunax:

o ®ainnosaga cucTema, B KOTOPOM y Bac XxpaHutca koHTerHep TrueCrypt Ha ocHoBe
anna, 6bbina gepparmeHTUpoBaHa, u konusa koHTenHepa TrueCrypt (unum ero
dparmeHTa) octaérca B CBOOOAHOM NPOCTPaAHCTBE XOCT-ToMa (B
aeparmMeHTMpoBaHHON dhannoBon cucteme). Ytobbl 3TO NpeaoTBpaTUTh, caenanTte
O[lHO U3 criefyroLero:

= BMecTo Toma TrueCrypt Ha ocHoBe panna ucnonesynte Tom TrueCrypt Ha
OCHOBE pa3fenalyCTpoucTBa;

"  HagéxXHo ouncTute (3aTpute) cBOOGOAHOE MPOCTPAHCTBO B XOCT-TOME (B
AedparmMeHTMpPOBaHHON dhanioBon cucteme) nocne gedparMeHTaumm;

" He gedparmMeHTUpynTEe hannoBble CUCTEMbI, B KOTOPbLIX Y Bac XpaHATCA ToMa
TrueCrypt.

o KoHTewnHep TrueCrypt Ha ocHOBe (harina XxpaHUTCAa B XypHanupyemon gannosomn
cucteme (Hanpumep, B NTFS). Npu atom konusa koHTenHepa TrueCrypt (unu ero
dparmeHTa) MOXeT ocTaBaTbCs B XOCT-ToOMe. YTobbl 3TO NpeaoTBpaTUTb, caenante
OHO U3 criefyoLwero:

= BMmecTo Toma TrueCrypt Ha ocHoBe hanna ucnoneayinte Tom TrueCrypt Ha
OCHOBe pa3fenalycTpoucTBa;

" XpaHWUTE KOHTEMHep B HeXypHanvpyemoun annoBon cucteme (Hanpumep, B
FAT32).

o Tom TrueCrypt HaxognTCA Ha yCTPOMUCTBE UIK B (pannoBon cucteme, rae
npUMeHsaeTCcss MexaHnamMm wear-leveling — paBHoOMepHoe pacnpefeneHne Harpyskm Ha
6noku (Hanpumep, dnaw-namaTe SSD unu dnaw-Hakonutens USB). B Takom
YCTPONCTBE MOXeT ocTaBaTbCH Konust (unn eé doparmeHT) Toma TrueCrypt. NoaTtomy
He XpaHWUTe CKpbITble TOMa B Taknx ycTponcTBax/dannosbix cuctemax. NogpobHee o
wear-leveling cm. B pasgene TpebosaHusi 6e3ornacHocmu U Mepbi
rnpedocmopoxXHocmu B rnaese PasHomepHoe pacripederieHue Ha2py3Ku Ha bI10KuU.
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o Tom TrueCrypt HaxoguTCAa Ha YCTPOMCTBE UNKU B hanyioBON CUCTEME, IOEe COXPaHSTCH
AaHHble (MK Ha ycTporcTBe/B haifioBo CUCTEME Mo YNPaBIEHUEM UMK
MOHWUTOPUHIOM CUCTEMBbI/YCTPONCTBA, COXPaHAKLWMX AaHHbIE) (HanpuMep, 3Ha4YeHne
TanmMepa uUnu cYETYMKa), KOTopble MOXHO MCMONb30BaTh Afs TOro, YTOObLI ONpeaenuUThb,
4YTO ogMH 6noK 6biN 3anucaH paHbLUe, Yem OPYron, n/munu 4Tobbl oNpenennTb, CKOMbKO
pa3 6510k Obin 3anucaH/cuntaH. [1osToMy He XpaHuUTEe CKpbITble TOMa B Takux
yCcTpomncTBax/dannoBbIX cucteMmax. BbISICHUTbL, COXpaHSeT v yCTponcTBo/cuctema
Takue AaHHble, MOXHO B MpuraraemMon K yCTPOUCTBY/cUCTEME OOKYMEHTaUUn nnm
CBSI3aBLUMCb C MOCTaBLUMKOM/MPON3BOAUTENEM.

o Tom TrueCrypt HaxoQMTCHa Ha YCTPOMCTBE, CKNOHHOM K U3HOCY (e eCTb BO3MOXHOCTb
onpegennTb, YTo oamH 610K GbIn 3anucad/cunTaH bonblue pas, Yem gpyron). Noatomy
He XpaHUTEe CKPbITble TOMA B TaKMX YCTpomncTBax/hannoBbiX cucteMmax. BelaCHUTD,
npeapacnonoXeHo fv YCTPONCTBO K U3HOCY, MOXHO B AOKYMEHTaLMK Ha 3TO
YCTPOWCTBO UMK y ero nocTtasLLmKa/npomM3BoamTens.

o Bbl genaete pesepBHYIO KONUIO COAEPXKUMOrO CKPbITOro TOMa, KNOHUPYS HEeCYLLNA ero
XOCT-TOM, Ui CO30aETEe HOBbIN CKPbITbIA TOM, KNOHUPYS €ro XoCcT-ToM. [1oaTomy Tak
nocTtynaTb Henb3da. Cnegynte MHCTpyKUmaM B rnase O 6e3onacHoM pesepsuposaHuu
OaHHbIX N B pasgene KrioHuposaHue momos.

Mpu wndpoBaHum pasgenal/ycTponcTea, BHYTPU KOTOPOro Bbl HAMepeBaeTech co3naTb
CKpbITbIN TOM, Y6eaunTechb, 4To BblKkMOYeHO bbicmpoe chopmamuposaHue.

B cpegoe Windows y6eanTtech, 4TO Bbl HE yaanann HUKaknx annos B TOMe, BHYTPU KOTOPOro
cobupaeTechb co3aaTb CKPbITbIN TOM (MPU CKAHUPOBaHUW KapTbl KNAcTepoB yaanéHHble dannbl
He onpegensaTcs).

B cpege Linux unu Mac OS X, ecnu Bbl cobrpaeTechb co3aaTb CKPbITbIN TOM BHYTPM TOMa
TrueCrypt Ha ocHoBe hanna, ybeanTech, YTO 3TOT TOM — HE Ha OCHOBE Pa3peXEHHOro
(sparse) davna (Windows-sBepcust TrueCrypt 3To NpoBepseT caMoCTOSATENbHO, HE NO3BOMSSA
co3faBaTb CKPbITble TOMa BHYTPU Pa3pexeHHbIX (hannos).

Korga cKpbITbIt TOM CMOHMUpPOBaH, OnepaLMoHHasi CUcTeMa N CTOPOHHUE NPUITOXXEHUST MOTYT
BbIMOSMHSATL 3aNUCb B HE-CKPbITble TOMa (00bIYHO B HE3ALLMAPOBAHHbBIN CUCTEMHbBIN TOM)
He3awmndpoBaHHOM MHPOPMALIMM O AaHHbIX, XPaAHSALLMXCS B CKPbITOM TOMEe (Hanpumep, MMeHa
N pasmeLleHne annos, K KOTOpbIM HegaBHO ObINO obpalleHne, 6a3bl JaHHbIX, CO34aHHbIE
yTUNMTamMm MHAeKCupoBaHusa ainos, u ap.), camux AaHHbIX B He3alwmdpoBaHHOM Buae
(BpeMeHHble hannbl 1 T. n.), He3aWMGPOBAHHON UHOPMaLMK O (HanNoBON CUCTEME B
CKPbITOM TOME (4TO MOXeET OblTb MCNONBb30BaHO, HAaNpUMep, ANa naeHTMduKaumm annosomn
CUCTEMbI U ANs onpefenenns, sBnseTca nu gannosasa cuctema Toi, YTO BO BHELLHEM TOME),
naponsa/knioyva Ang CKpbITOro ToMa, Unv Apyrmx KoHuaeHuManbHbIX AaHHbIX. [oaTtomy
Heobxoaunmo cobntogath crnegyowme TpeboBaHMA U NPeaoCTEPEXEHUS:

o Windows: Co3ganTte CKpbITYO OnepaunoHHyo cuctemMy (0 TOM, Kak 3To caenaTb,
cM. pasgen Ckpbimasi ornepayuoHHasi cucmema) U MOHTUPYWTE CKPbITble TOMa TONbKO
Torga, Korga 3anylieHa CKpbiTas onepauMoHHas cuctema.

MpumeyaHue: korga paboTaeT ckpbiTasi onepawumoHHas cuctema, TrueCrypt rapaHTuMpyeT, 4To BCe
nokaneHble He3awmndpoBaHHbie harnoBblie CUCTEMbI U He-CKpbITble Toma TrueCrypt 4OCTYNHbI TOMLKO
ANs YTeHus (TO ecTb HUKakne anrnbl He MoryT BbITb 3anvcaHbl B Takue hannoBble CUCTEMBI NN TOMA

48



TrueCrypt)." 3anuncb AaHHbIX B haiinoBble CUCTEMbI paspeLleHa BHYTpY CKpbITbiX TomoB TrueCrypt.

B kayecTBe anbTepHaTMBHOIo BapuaHTa, ecrnn Ucnorib3oBaHne CKpbITON
onepaumMoHHOM CUCTEMbI HEBO3MOXHO, MOXHO Bocnornb3oBatbes "live-CD" ¢ cuctemon
Windows PE (uenukom xpanswenca Ha CD/DVD n oTTyga e 3arpyxaroLiencs),
rapaHTupytoLlen, 4To Bce JaHHble, 3anucbiBaemMble B CUCTEMHbLIN TOM, 3anNUChbIBalOTCS
B RAM-aunck (amnck B O3Y). MoHTUpPYIHTE CKpbITble TOMa TOSbKO Torga, korga pabotaet
cuctema ¢ Takoro "live-CD" (ecnu Henb3s UCMNOMb30BaTb CKPbITYO ONepaunoHHYHO
cuctemy). Kpome toro, B TedeHne Takoro "live-CD"-ceaHca B pexxume YTeHus-3anmcu
MOXXHO MOHTUPOBATh TOMBbKO (DansioBble CUCTEMbI, PACMONOXEHHbIE B CKPbITbIX TOMaX
TrueCrypt (BHelwHMe nnun He3awmnpoBaHHble ToMa/annoBble cucTeMbl HEOBX0OMMO
MOHTUPOBATL B PEXUME TOMBKO ANA YTEHUSA, MO0 OHW HE AOMXKHbI
MOHTUPOBATLCS/ObITb AOCTYNHLIMM BOBCE). B NpOTUBHOM Crny4ae Bbl AOSMKHbI
yaocToBepuTbes, YTo BO BpeMs "live-CD"-ceaHca npunoxeHns n onepaumnoHHas
CUCTEMA He BbIMOMHAKT 3anvCb HUKaKUX KOHUAEHUManNbHbIX AaHHbIX (CM. Bbille) B
He-CKpbITble ToMa/dannoBblie CUCTEMBI.

o Linux: 3arpy3ute unu cosgante Bepcuto "live-CD" Bawen onepaumMoHHON CUCTEMBI
(T. e. "live"-cuctemy Linux, uenukom xpanswytocs Ha CD/DVD v oTtyaa xe
3arpyxaroLLytocs), 3To rapaHTUpyeT, YTo Nobble 3anMcaHHble B CUCTEMHBIN TOM
AaHHble 3anucaHbl B RAM-guck (amck B O3Y). MoHTUpyWTE CKpbITble TOMa TOSbKO
Toraa, Korga sanylweHa Takagq "live-CD"-cuctema. B TedyeHue ceaHca TOMbKO
(pannoBble CMCTEMbI BHYTPU CKPbITbIX TOMOB TrueCrypt MoryT 6biTb CMOHTMPOBaHbI B
pexnme YTEeHUs-3anncu (BHELLHWE UNn HesawmndpoBaHHble ToMa/dannoBble CUCTEMbI
AOMKHBbI MOHTMPOBATBLCA KaK TONbKO OS5 YTEHMSA UK OCTaBaTbCA BOBCE
HECMOHTUPOBaHHLIMW/HEAOCTYMHLIMK). ECnn Bbl HE MOXeTe cobntoCcTh 3TO
TpeboBaHWe 1 He B COCTOSHUM rapaHTMpPOBaTh, YTO NPUNOXEHNUS 1 onepaumoHHas
cUCTEMa He BbIMOSHAT 3anvCb HUKaKUX KOHUAeHUManbHbIX AaHHbIX (CM. Bbille) B
He-CKpbITble TOMa/(hannoBble CUCTEMBI, Bbl HE JOIMKHBI MOHTUPOBATL UK co3faBaTb
ckpbITble Toma TrueCrypt B cpege Linux.

o Mac OS X: Ecnu Bbl He B COCTOSHUMN rapaHTUPOBaTh, YTO NPUSTOXKEHUS U
onepauMoHHasi cucteMa He BbINOSHSAOT 3annch HUKAKNMX KOHUOEHUManbHbIX AaHHbIX
AAHHbIX NEPEYNCIIEHHbIX BbILLE KPUTUYECKUX TUMOB B HE-CKPbITLIE TOMA (1NN
dannoBble cUCTEMbI), MOHTMPOBAaTbL UKW co3daBaTh CKpbITbie Toma TrueCrypt B cpeae
Mac OS X He cnepyer.

» Korga CMOHTMPOBaH BHELUHUA TOM C BKITHOYEHHOWN 3aLUUTON CKPLITOrO TOMa OT
noBpexaeHnsa (CM. pasaen 3awjuma cKpbimbIx MOMO8 om nospexxoeHul), HeobxoaAMMOo
cnegoBaTb TeM Xe TpeboBaHMsM 1 NpegocTepeXXeHnsiM, KOTopble OT Bac TpeboBanuch
NPV MOHTMPOBAHUWN CKPLITOro TOMa (CM. Bbiwe). [pnynHa 3Toro B TOM, YTO U3
onepaumMoHHOM CUCTEMbI MOXET "yTeub" Naponb/KIoY AN CKPbITOro TOMa B HE-CKPbITLIN
Unu HesawndpPOBaHHbBIA TOM.

« Ecnu Bbl ucnonb3yeTe onepauMoOHHY0 CUCTEMY, HAXOASALLYICA BHYTPU CKPbITOro
ToMma (cM. pasgen Ckpbimas orniepayuoHHasi cucmema), To B 4ONOSHEHME K
BblLLECKA3aHHOMY Heobxoanmo cobrntogaTth cneayowmne TpeboBaHna 6e3onacHOCTU U
NPeaoCTEPEXEHUS:

o CnegayeT ncrnonb3oBaTe 0GMaHHY OMepaLMOHHY CUCTEMY TaK YacTo, Kak Bbl
nonb3yeTecb CBOMM KOMMbOTEPOM. B naeane eé cneayet ncnonb3oBaTh Beerga,
koraa He TpebyeTcsi 3aeNCTBOBaTb 3aceKkpeyeHHble AaHHble. B npoTnBHOM criyyae

' He oTHOCUTCS K dharinoBbimM cucteMam Ha CD/DVD-nogo6HbIX HOCUTENAX U K HETUNUYHBIM UMW HECTaHAAPTHLIM
yCTpOMCTBaM/HOCUTENSM.
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MOXEeT NocTpagaTb NpaBAoNo406HOCTE OTPULIAHMS HAaNN4YMsa CKPbITON onepawoHHON
cucTeMbl (ecnm Bbl COOBLLMNM HENPUATESIO Naposb OT 0OMaHHON onepauoHHON
CUCTEMbI, OH CMOXET BbIICHUTb, YTO 9Ta cMCTeMa UCMoNb3oBanacb He CIIULLKOM 4acTo,
YTO MOXET HABECTU Ha MbICMb O CYLLEeCTBOBAHUN B KOMMbIOTEPE CKPbITON
onepaumoHHon cuctembl). Ob6paTnTe BHUMaHWE, YTO Bbl MOXETE COXPaHATb AaHHbIE B
pasgene ¢ oGMaHHOM cUCTEMON B NtOOOM MOMEHT 1 6e3 Kakoro-nmbo pucka NnoBpeanTb
CKPbITbIN TOM (Tak Kak 0OMaHHas cuctema He yCTaHOBMEHa BO BHELUHEM TOME).

o Ecnwn onepauunoHHyto cuctemy TpebyeTca akTMBMpOBaTb, 3TO HYXKHO caenatb A0
TOro, Kak oHa byaeT KNnoHMpoBaHa (KNoHMpOBaHWe 3TO YacTb npouecca co3gaHns
ckpbiton OC — cM. pasgen Ckpbimas ornepayuoHHas cucmema), a CkpbiTas
onepaumoHHas cuctema (T. €. KIMOH) HUKOrga He JoSMKHa ObITb akTMBUMpOBaHa
NOBTOPHO. [pu4MHa 3TOro B TOM, YTO CKpbITas ornepauuoHHas cuctema cosgaHa nyTém
KONUPOBaHUA COOEPKUMOro CUCTEMHOIO pasfena B CKpbITbI TOM (NO3TOMY ecnu
onepauMoHHasa cucTeMa He aKTMBUPOBaHa, CKpbITas onepalMoHHas cuctema Takke
OyaeT HeaKTMBMPOBaHHOW). B cnyyae akTnBauumn unu NOBTOPHOW aKkTUBALMN CKPbITON
onepauMoHHON CMCTEMbI, JaTa U BpeMs akTMBauun (1 gpyras nHopmaumsi) MoryT
ObITb 3adhmkcnpoBaHbl Ha cepBepe Microsoft (M B CKpbITON onepaunuoHHON CUCTEME),
HO He B o6bMaHHOM onepaunoHHoM cucteme. NoaToMy ecnn HenpusaTenb NOAYyYNT
AOCTYN K COXPaHEHHbIM Ha cepBepe AaHHbIM U NepexBaTuT Ball 3anpoc cepsepy (U
ecnuv Bbl COOBLMNM eMy naporb OT 06MaHHOW onepaunuoHHONW CUCTEMbI), OH CMOXET
BbIACHUTb, YTO OOMaHHasa onepauMoHHas cuctema bbina akTuBMpoBaHa (UM NOBTOPHO
aKTMBupoBaHa) B Apyroe Bpems, a 3T0 CNOCOBHO HABECTU Ha MbICITb O CYLLECTBOBaHUN
B KOMMNbIOTEPE CKPLITON ONepaLMoOHHON CUCTEMBI.

Mo aHanornyHbiM npuynHam noboe MO, Tpebytollee akTMBaLmmn, JOMKHO ObiTh
YCTaHOBMEHO N aKTUBMPOBAHO A0 TOrO, KaK Bbl MPUCTYNUTE K CO34aHMI0 CKPbITON
ornepaunoHHON CUCTEMBI.

o Korga Bam Hy)XHO 3aBepLUMTL PaboTy CKPbITOM OnepaumoHHON CUCTEMBI U
3anyctTuTb 0OMaHHyl0 CUCTEMY, HE Nepe3arpyxante komnobloTep. Bmecto aToro
3aBepwmte paboTy cucTembl Unn NepeBeanTe €€ B COCToAHME rmbepHaumm (cHa),
nocrne 4ero octaBbTe KOMMbIOTEP BbIKMOYEHHBIM B Te4YeHUe XO0Ta 6bl HECKONbKNX
MUWHYT (4em ornblue, TeM fyyLle), U TONbKO NOCre 3TOro BKMYUTE ero 1 3arpy3unte
obmaHHyto cuctemy. 910 TpebyeTcst, YTOObI OUNCTUTL NaMSATb, B KOTOPOW MOTYT
copepxartbcs KoHuaeHunanbHble gaHHble. [NogpobHOCTN CM. B rnase
HesawugposaHHbie daHHble 8 O3Y, pasgen TpebosaHusi 6e3onacHocmu U Mepbl
rnpedocmopoxxHocmu.

o KomnbioTep MmoxeT ObITb NOAKMIOYEH K ceTu (B TOM Yncne K UHTepHeTy) Tonbko
korga 3anywieHa obmaHHasa onepaumoHHas cuctema. Korga BbINONHAETCA CKpblTas
OC, koMnblOTEP HE crneayeT NOAKMYaTh HU K Kakon ceTn, Bkovas MHTepHeT (oguH
N3 caMbiX HagEXHbIX CNOCODOB rapaHTMpoBaTb 3TO — OTKNOUNTL OT K ceTeBomn
kabenb, ecnu TakoBon nmeetcs). ObpaTuTe BHUMaHME, YTO Npu 3arpy3ke gaHHbIX C/Ha
yOanéHHbIn cepeep, Ha cepBepe 06bIYHO PUKCMPYIOTCA AaTa U BpeMsi COeQMHEHMNS U
apyras nHcopmaums. PasHoro copta gaHHble Takke NPOTOKONMPYOTCA U B
onepawumoHHOM cucteme (Hanpumep, SaHHble aBTomaTudeckoro obHoeneHua Windows,
OTYETbI MPUMNOXKEHUIN, NPOTOKOSbI OLINBOK 1 T. N.). Takum oBpasom, ecnun HenpuaTenb
NonyyYusn AoCTyN K XpaHALWKUMCA Ha cepBepe AaHHbIM UKW nepexeBaTus Ball 3anpoc
cepBepy (1 ecnu Bbl COOBLLNNN eMy Napofb OT 0GMaHHOW ONepaLMoHHOM CUCTEMBI),
OH CMOXET y3HaTb, YTO coeauHeHne ObIfo BbINOMHEHO He n3 o6maHHon OC, 1 ato
CMocoBHO HABECTU €ro Ha MbICIb O CYLLECTBOBAHUN B BaLLEM KOMMbIOTEPE CKPbITON
ornepaunoHHOM CUCTEMBI.
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Takke nmenTe B BMAY, YTO aHanormyHole npobnemMbl BO3MOXHbI, €CNK Y Bac B cpefe
CKpbITOW onepaLnoHHOM CUCTEMbI ECTb Kakne-nmbo gannoBble CUCTEMBbI C 0BLLMM
AOCTYNoOM 4epes ceTb (BHe 3aBUCUMOCTU OT TOro, yaanéHHasa dannoBas cuctema mnm
nokanbHasi). Moatomy Bo Bpems paboTbl CKPbITOM ONEPaLMOHHON CUCTEMbI HUKAKUX
harnoBbIX CUCTEM C OBLLUMM AOCTYNOM MO ceTu (B NtoboM HanpasneHun) BbiTb He
JOMKHO.

o Jliobble gencteus, KOTopble MOryT ObiTb OGHapPYXXeHbl HenpusTenem (unu nobble
AENCTBMUSA, MoanduumpyoLme kakme-nmbo gaHHbIe BHE CMOHTUPOBAHHBLIX CKPbIThIX
TOMOB) AOJMKHbI BbINOMHATLCA TOMbKO Korga pabortaet obmMaHHas onepauyoHHas
cucTtema (ecnum TONbKO y Bac HET anbTepHAaTUBHOIO NpaBAonog06HOro 06 bACHEHUS,
Hanpumep, Ucnonb3oBaHue cnuctemol Ha "live-CD" ansa BbINOMHEHNSA TakUX OENCTBUR).
CkaxxeM, napameTp Aemomamuyeckul rnepexod Ha fiemHee 8peMsi U 0bpamHo MOXHO
BKMOYaTb TOJNTbKO B 0OMaHHOW onepauyMoHHON CUCTEME.

o Ecnun BIOS, EFI nnn ntoboi gpyron KOMMNOHEHT NPOTOKONIUPYET BbIKMIOYEHUS
nUTaHWsa Unn noodble apyrme cobbiTUS, KOTOPbIE MOTYT CBUAETENBCTBOBATL 00
MCMNONb30BaHUUN CKPLITOrO TOMa/CMcTEMbI (HAaNpUMep, NYTEM CPaBHEHUS TaKuX
cobbiTni ¢ cobbiTsimn B npotokone Windows), Bbl 06513aHbl MO0 OTKMOYNTD
nogobHoe nNpoToKoNMpoBaHue, NMbo obecneunTb HagEXHoOe yaaneHne npoTokona
nocre Kaxgoro ceaHca (Mnm nHadve nsbexatb NogobHON NpobremMbl COOTBETCTBYHOLLMM
obpasom).

B gononHeHue K BbileckazaHHOMY HeobxoaMmo cobntogaTtb TpeboBaHna 6€30NacHOCTU 1 MepbI
NPeaOoCTOPOXXHOCTU, NEPEYNCIIEHHbIE B CreayoLNX rnaBax:

« TpebosaHus 6e3onacHocmu u Mepbl MPedocmopoXHocmu
» O 6esonacHom pe3epsuposaHuUU GaHHbIX
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CKpbITas onepauuoHHasi cuctema

Ecnn cuctemHbI pasgen nnm CUCTEMHbIN OUCK 3awmndpoBaH ¢ nomowbio TrueCrypt, To npu
Ka)XAOM BKITHOYEHMM UK NPU KaXXOoW nepesarpyske KoMmnbtoTepa TpebyeTca BBOAWTL Naporsib
A03arpy3o4Hon ayTeHTUMKaumm Ha akpaHe 3arpy3unka TrueCrypt. MoxeT cnyunTbcs, YTO KTO-TO
BbIHYQMT Bac paclumdpoBaTb ONepaLnoHHY0 CUMCTEMY M COOBLLMTL Naporib OT 403arpy304HOMn
ayTeHTUdmKaumn. Bo MHOMMX cutyaumsix Bbl MPOCTO HE CMOXETE OTKasaTbCHA 3TO caenatb
(Hanpumep, npu BoiMmoraTenscTee). TrueCrypt no3BonseT co3gatb CKPbITYHO ONepaumOHHYH0
cucTemy, O CyLLLECTBOBaHMM KOTOPOWN AOSMKHO ObiTb HEBO3MOXHO HaBEepHsiKa yTeepxaath (npu
YCIOBUW BbINOMIHEHNSA HEKOTOPBIX pEKOMEHZaUMM — CM. HWXe). Takum obpasom, Bam He
npuaéTcsa pacwmdpoBbIBaTh CKPbITYHO ONepaumnoHHY0 CUCTEMY MK coobLaTb OT HEE Naporb.

Mpexae Yem NpodomKUTbL YTEHNE, BaM crieyeT 03HAaKOMUTLCS ¢ pasgenomM CKpbimbili mom v
y6eanTbes, YTO Bbl MOHUMAaETe, YTO Takoe CKpbIThI ToM TrueCrypt.

CkpbiTasa onepaumMoHHasa cuctema 3710 cuctema (Hanpumep, Windows 7 nnmn Windows XP),
yCTaHOBNEHHas B ckpblToM ToMe TrueCrypt. [apaHTUpOBaHHO yTBEpXaaTb, YTO CyLlecTByeT
CKpbITbI TOM TrueCrypt, 4OMKHO BbITb HEBO3MOXHO (MPWU YCNOBUN BbINONHEHNST HEKOTOPbIX
pekomeHgaumin; nogpobHocTM cM. B pasaene CKpbimbil mom) 1, cnegoBaTenibHO, AOIMKHO ObiThb
HEBO3MOXHO rapaHTMPOBAHHO YTBEPXKAaTh, YTO CYLLLECTBYET CKpbITas onepaumoHHas cuctema.

OpHako aons sarpysku cuctemsl, 3awmgposaHHon TrueCrypt, Heobxoanmo, 4TobbI
HesalmdpoBaHHas konug 3arpysymka TrueCrypt (Boot Loader) Haxogmnacb Ha CUCTEMHOM AMUCKe
unu Ha ancke BocctaHoBreHus TrueCrypt (Rescue Disk). OueBnaHoO, 4TO OQHO TOMBKO
npucytcTeume 3arpy3umka TrueCrypt cBuaeTensCTByeT O TOM, YTO B KOMMbIOTEPE MMEETCS
cuctema, 3awmdpoBaHHas ¢ nomollbto TrueCrypt. MoaTomy ans obecneveHnst npaBgonogobHoOro
OTpULaHMs MPUYacTHOCTM Npy Hanudmm 3arpysymka TrueCrypt, B Te4eHne npouecca co3gaHns
CKpbITON onepauymoHHon cuctemMbl mactep TrueCrypt noMoxeT Bam co3gaTb BTOPYHO
3awmndposaHHyto OC, Tak HasblBaeMyo OOMaHHYH onepauuoHHyro cuctemy. ObmaHHas
orepauuoHHasa cMcTteMa He O0SMKHa cogepXaTb HUKakux KoHpungeHumaneHblx pannos. Eé
Hanuumne He COCTaBMAET cekpeTa (OHa He yCTaHOBIEHA B CKpbITOM ToMe). NMaponb oT o6maHHON
onepawmoHHOM CUCTEMbI MOXHO ©e3 onaceHnn coobwmTb nobomy, KTo ByaeT BblHYXKAaTb Bac
pacKpbITb NApoNb OT A03arpy304Ho ayTeHTudukaumm.

WMcnonb3oBaTtb O6MaHHyI'O onepaunoHHYK CUCTEMY crieflyeT TaK YacCTo, KaK Bbl NOJib3yeTeCb
CBOUM KOMMbOTEPOM. B noeane eé criegyet ncnosrnb3oBaTb BCerga, Korga He Tpe6yeTc9|
3agencreoBaTtb 3acCeKpeyeHHble JaHHble. B NPOTUBHOM Clly4ae MOXKeT NnocTpanaTb
I'IpaBD,OI'IOD,O6HOCTb oTpuuaHuna Hanmn4ma CKprTOIZ Oﬂepal_lMOHHOVI CUCTEMDbI (ech Bbl COOBLLMNN

' HenpakTuyHo (M NOTOMY 3TO He NoaAepKUBaETCs) yCTaHaBNMBaTb OnepaLuoHHble cucTeMbl B Ba Toma TrueCrypt,
BCTPOEHHbIX BHYTPb OAHOIO pasfena, Tak Kak Npu UCronb3oBaHUK BHELLHEe onepauyoHHon cucteMsl Yacto TpebyeTcs
3anucelBaTh AaHHble B 06nacTb ckpbiTot OC (M B criydae GrokMpoBaHUs TakuxX onepaumin hyHKUMEN 3aLMTbl CKPLITOro
TOMa 3TO MO CyTU BYAET Bbi3blBaTb CUCTEMHbIE COOM, T. €. OLIMOKY 'CUHEro akpaHa cMepTu').
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HenpuaATento Naposnb OoT 06MaHHOM onepaunoOHHON CUCTEMbI, OH CMOXET BbISICHUTb, YTO 3Ta
cucTema Mcnosb3oBanach He CIAMLWLKOM 4acTo, YTO MOXET HaBECTU Ha MbICNb O CyLLECTBOBaHWUM B
KOMMbIOTEPE CKPbITOM OnepaumoHHon cuctemMbl). O6paTnTe BHUMaHUE, YTO Bbl MOXETE COXPaHATb
AaHHble B pa3gerne ¢ obmaHHOM cuctemon B nobor MOMEHT 1 6e3 Kakoro-nnbo prcka noBpeauTb
CKPbITbIN TOM (Tak Kak oOMaHHas cuctema He yCTaHOBMEHa BO BHELLHEM TOME — CM. HUXeE).

B Bawewm pacnopspkeHumn 6yayT ABa napons [o3arpy304HOn ayTeHTUmkaumm — oanH ans
CKpbITOWN OnepauyoHHON CUCTEMbI, a ApYron aAna obmMaHHOM cuctemMbl. Ecnn Bbl XOTUTE 3arpysnTtb
CKPbITYIO CUCTEMY, TO NPOCTO BBOAUTE Naposib OS5 CKPbITON CUCTEMbI HA KpaHe 3arpy34umka
TrueCrypt (KOTOpPbIV NOABNSETCS NPU BKITOYEHUU UMK nepesarpyske KoMmnbtoTepa). AHanorn4Ho,
€CNny BaM HYXXHO 3arpy3nTtb 0OMaHHy0 onepaumoHHY0 cucTemy (Hanpumep, Koraa Bac
BbIHY)XKOAET 370 caenaTb HEMpuUATEnb), TO Ha aKpaHe 3arpy3ymka TrueCrypt Bbl NpoCcTO BBOAUTE
naposnb oT 06MaHHON CUCTEMBI.

lMpumeyaHue: korga Bl BBOAMTE Naposb A403arpy304HoOn ayTeHTudmkaumm, sarpysymk TrueCrypt
CHavana nbiTaeTcsa pacwmdpoBaTh (C NOMOLBIO YKa3aHHOro napons) nocnegHue 512 6ant
nepBOW NOrMYeCKON JOPOXKKM CUCTEMHOrO Ancka (rae 0bbl4HO XpaHATCS 3almMdpoBaHHbIe
AaHHble MACTep-KIoYa AN He-CKPbITbIX CUCTEMHbIX pa3genos/guckoB). Ecnn a1o cgenatb He
yAaETcs U ecnvu MeeTes pasgern, cneayrownii 3a akTUBHbIM pasgenom, 3arpy3yuunk TrueCrypt
(oaxe ecnu Ha aucke B AENCTBUTENBHOCTM HET CKPbITOrO TOMa) aBTOMaTUYECKN NblTaeTcs
pacwmndpoBaTh (CHOBa C MOMOLLIbIO TOrO Xe yKa3aHHOro napons) obrnactb NepBoro pasgena,
CreayloLLEero 3a akTMBHbIM pa3fenioM’, rae MoXeT HaxoaUTbCs 3almMdPOBaHHbIN 3arofioBoK
BO3MOXHOrO CKpblTOoro Toma. Obpatute BHUMaHue, 4yto TrueCrypt HMKOrga 3apaHee He 3Haer,
NMEeEeTCHA UNN HET CKPbITbIN TOM (MAEHTMULNPOBATL 3arofIoBOK CKPbITOrO TOMa HEBO3MOXXHO, Tak
KaK OH BbIrNAAUT KaK COCTOSILLMIA LIENIMKOM M3 CryYanHbIX AaHHbIX). Ecnn 3aronoBok ycnewwHo
pacwmndposaH (0 ToMm, kKak TrueCrypt onpegenseT, YTO OH ycnewHo pacwundposaH, cMm. Cxema
wugposaHusi), U3 pacluMdpoBaHHOIo 3arosioBKa U3BnekaeTca UHopMaLms O pasmepe CKPbITOro
ToMa (no-npexHeMy xpaHmmas B O3Y) 1 MOHTUPYETCS CKPbITbIN TOM (ero pasmep Takke
onpegenset ero cmelleHune). bonee nogpobHble TexHMYECKMe cBeaeHUA CM. B pasgene Cxema
wugbposaHusi, rnaBa TexHu4deckue nodpobHocmu.

Byayum 3anyweHHONM, cKpbITasi onepaumMoHHasl CUCTEMa BbIMMSANT Tak, Kak 6yaTo oHa
yCTaHOBINEHa B TOM Xe pasgene, 4To u ucxogHas OC (o6bmaHHas cuctema). OgHako B
AENCTBUTENbHOCTM OHa YCTaHOBMNEHAa BHYTPU pa3gena, Haxo4siwerocs 3a HUM (B CKpbITOM TOME).
Bce onepaumm yteHus/3anncm npo3payHo nepeHanpaBnaTcs M3 CUCTEMHOIO pa3gena B
CKpbITbIN TOM. HM onepaumoHHas cuctema, H1 NpUNoXKeHUst He 3HaKOT, YTO AaHHble,
3anucbiBaeMble B U CYMTbIBAEMbIE U3 CUCTEMHOIO pa3fena, Ha caMoM Aere 3anncbiBatoTCs B U
CUMTBLIBAOTCA M3 pa3gena, Haxoasuwerocs 3a HUM (M3/B CKpbIThI TOM). JTlobble Takne AaHHble Kak
00bIYHO WNbpytoTCa M paclumMdpOBLIBAOTCS Ha NeTy (C NOMOLLbIO KIoya WnpoBaHus,
OTIIMYHOrO OT TOro, KOTOPbIN UCNONb3yeTcs ANa 06MaHHOM onepaumoHHON CUCTEMBI).

Tarke obpaTnTe BHUMAHME Ha CyLLECTBOBaHME TPETLEIO Naposs — Naporns AN BHeLWHero
TOoMa. 3TO HE Maponb 403arpy304HOn ayTeHTUdMKaumm, a naponb Ans oobivHoro Toma TrueCrypt.
Ero moxxHo 6e3 onacku coobwatb nobomy, KTo CTaHET BblHYXA4aTb Bac BblgaTb Naposib OT
3alwmncpoBaHHOro pasaena, rage Haxo4uTCs CKPbIThIN TOM (CoAEPKaLLUMA CKPbITYHO OnepaLOHHY0
cuctemy). Takum oOpasom, HanmMune CKpbITOro ToMa (M CKpbITON onepauyuioHHON CUCTEMbI)
OCTaHeTCcs B TavHe. Ecnn Bbl HE BNOMHE NOHMMAETE, Kak Takoe BO3MOXHO, UK He 3HaeTe, YTO
cobon npencraBnsieT BHELWHUI TOM, NpounTanTe pasnen Ckpbimbilt mom. BHELWWHUI TOM OOIDKEH
cofepxatb HEKOTOPOE KONMMYECTBO OCMbICIIEHHO BbIFNAAALLNX hannos, KOTOPbIE HA CaMOM Aene
BaM NpsaTaTbh HE HY>KHO.

' Ecnu pa3mep akTMBHOrO pasgena MeHblue 256 MGaiT, To JaHHbIe CUMTLIBAOTCS U3 8mMopo2o pasfena,
pacnonoxeHHoro cnefom 3a aktneHbiM (Windows 7 1 HoBee Mo yMONYaHUIO He 3arpyKalTca u3 pasgena, B KOTOPOM
YCTaHOBMEHbI).
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UTak, Bcero byget Tpu napons. [1sa n3 HUX MoxHo coobLiate HenpuaTento (angd obMaHHOM
CUCTEeMbI U ANSA BHeELLIHero Toma). TpeTui naponb, NS CKPbITON CUCTEMBI, JOMKEH OCcTaBaTbCs B
TanHe.

CEpLITHIR TOM
OGmaHHan onepaunoHHan cHCTemMa BHEWHWA ToMm "

CEPBITER OnEpayWoHHaA CHCTEME

lNpumep makema cucmemHo20 oucka, codep)KaLueeo CKpbIMyto oriepayuoHHy0 cucmemy

Cos3paHune CKpbITOM onepauMoHHON CUCTEMbI

YTo6bl NPUCTYNUTL K CO34aHMI0 CKPbLITOW ONepaLMoHHON cucTemMsl, Bolbepute Cucmema >
Cosd0amsb ckpbimyto OC n cnefyiTe MHCTPYKUMSIM MacTepa.

BHauane mactep npoBepsieT HanMyne Ha CUCTEMHOM AUCKe pasaena, NoAxoadawero Ansi CKpbITon
onepaumoHHon cucteMbl. OBpaTuTe BHMMaHue, 4YTo npexae 4Yem MoXHO byaeT co3fgaTb CKPbITYHO
OC, HeobOxogMmo co3faTh And He€ pasderl Ha CUCTEMHOM AMCKe. OTOT pasaen AOoSMKeH
cnegoBaTb cpasy 3a CUCTEMHbBIM U BbITb XOTS Bbl Ha 5% GornbLue, YeM CUCTEMHbIN (CUCTEMHbIV
pasfgen aToT TOT, rae YCTaHOBMEHA BbINOMNHAEeMas B JaHHbI MOMEHT onepaunoHHas cuctema).
OpHako ecnu BHELLHWUIA TOM (He nyTanTe ero ¢ CUCTEMHbIM pa3fernioM) oTopMaTMpoBaH Kak
NTFS, pasgen Ans ckpbITOn onepaunoHHON CUCTEMBI AOMKEH BbITb, NO KparHen mepe, Ha 110%
(B 2,1 pasza) 6onbLue, YeM cUCTEMHbIN pa3gen (NpuyMHa 3TOro B TOM, YTO (hannosasd cucrema
NTFS Bcerga coxpaHsieT BHYTPEHHUE AaHHble TOYHO B LeHTpe ToMa, Y MOTOMY CKPbITbIA TOM,
KOTOpPbIN AOMKEH coaepaTb KNOH CUCTEMHOrO pasgena, MOXeT pacnoriaratbCsi TOMbKO BO
BTOPOW MOSIOBMHE pasaena).

Ha cneayowunx atanax mactep co3gacT gea toma TrueCrypt (BHELUHUIA U CKPbITHIA) BHYTPU
pasgena, crnegyowero nepsbiM 3a CUCTEMHbIM pasaenom. CKpbiTbii TOM ByaeTt cogepxaTtb
CKpPbITYIO OnepaunoHHyo cuctemy. Pasmep CKpbITOro Toma Bcerga paBeH pasmepy CUCTEMHOIO
pasgena. lNpuynHa 3TOro B TOM, YTO B CKPbITOM TOME [OIDKEH HAaXOAUTbCA KIMOH COAEPXMMOro
cucTtemMHoro pasgena (cm. Huke). Obpatute BHMMaHMe, YTO KoH ByaeT 3awmndgpoBaH ¢ NOMOLLLHO
APYroro Kro4va WwugpoBaHus, Hexxenu opuriHan. MNpexae Yem Bbl HAYHETE KONMpPoBaTb BO
BHELUHWIA TOM OCMbICINIEHHO BbIrnaasaLwme dainnbl, MacTep coobLMT BaM MakCMMarnbHO
pekoMeHAYyEeMbIN pa3mep AUCKOBOro NPOCTPaHCTBA, KOTOPbIA MOTyT 3aHMMaTb Takue annbl, Tak
4TOObl BO BHELUHEM TOME OCTaBasioCb 4OCTAaTOYHO CBOOOAHOIO MecTa Ansi CKPbITOro ToMa.

3ameyaHune: nocrie Toro Kak Bbl cKonupyeTe HeKOTopoe KOJIN4eCTBO OCMbICITIEHHO BbIMMAOALLNX

(hannoB BO BHELLHWUA TOM, KapTa KrnactepoB Toma OygeT npockaHMpoBaHa C Lenblo onpeaeneHns
pa3mepa HenpepbiBHOM cBOOOAHOM 06nacTu, KOHEL, KOTOPOW BbIPOBHEH MO KOHLY BHELLUHErO TOMaA.
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OT1a obnacTb byaeT oTBeAeHa NOA CKPbITbIA TOM, MO3TOMY MMEHHO €10 onpeaenseTcs ero
MakcumarsnbHbI pasmep. [pu BbISCHEHNN MakCcMMasibHO BO3MOXHOIO pasMepa CKpbITOro Toma
OyaeT NnpoBepeHo, YTo OH BonbLue, YeM CUCTEMHbBIN pa3gen (YTO HeoBXo4MMO, TaK KakK B CKPbITbIN
TOM HYXHO ByaeT cKkonMpoBaTb BCE COOAEPXKMMOE CUCTEMHOIO pasgena — CM. HUXe). Taknum
o6pa3som, rapaHTMpyeTCcsl, YTO HMKaKMe JaHHbIe BO BHELUHEM TOMe He ByayT nepesanuncaHbl
AaHHbIMK B 06nacTn CKpbITOro Toma (Hanpumep, Npy KONMpoBaHWUM B HEFO cuctembl). Pasamep
CKpbITOro TOMa BCerga paBeH pa3mepy CUCTEMHOro pasgena.

3aTtem TrueCrypt co3gacTt CKpbITYIO ONepaLMOHHYI0 CUCTEMY MYTEM KONMUPOBAHUSA B CKPbITbIA TOM
COAEePXNMOro cucTemMHoro pasgerna. Konvpyemble faHHble LWNGPYOTCA Ha NeTy C NOMOLLbIO
KrtoYa WndpoBaHns, OTIIMYHOIO OT TOro, KOTOPLIM ByAeT NcnonbL3oBaTbCA AN 06MaHHON
onepauroHHON cucTeMsl. [pouecc KonMpoBaHMs CUCTEMbI BbINOSTHAETCH B 403arpy304HOM
oKpyxeHun (go 3anycka Windows) 1 MOXeT 3aHUMaTb NPOAOIDKUTENbHOE BPEMS, N3MepsieMoe
Yacamu unu gaxe AHAMM (B 3aBUCUMOCTU OT pasMepa CUCTEMHOro pasgera u bbicTpoaencTeums
KoMnbtoTepa). Bbl cmMoxeTe npepBaTb NPOLLECC, BbIKITIOYUTL KOMMLIOTEP, 3arpy3nTb
onepauMoHHYI0 CUCTEMY, a 3aTeM CHOBa NPOoJoIMKUTL npouecc. OgHako B crny4vae npepbiBaHUS
BECb NPOLIECC KOMMPOBAHWUS CUCTEMbI MPUAETCA HAYMHATL C Havyana (MoToMy YTO coaepXumoe
CUCTEMHOro pasaena npw KNoHMPOBaHUM AOMKHO OCTaBaTbCA HEM3MEHHbIM). CKpbiTas
onepaumnoHHas cuctema bygeT nsHavyanbHO KNOHOM OnepauMOHHON CUCTEMBI, U3 KOTOPOW Bbl
3anycTunum macrep.

Windows co3naét (kak npasuno, 6e3 Ballero Begoma unm cornacusi) Ha CUCTEMHOM pa3sgene
pasnu4yHble annbl-NPOTOKONbI, BPpEMEHHbIE dhansnbl 1 T. . Kpome Toro, B dhannax ruéepHaumm
(cHa) 1 nogkayku, Takke Haxo4dLWMXCa B CUCTEMHOM pasferne, coxpaHseTca cogepxmmoe O3Y.
lMoaTomy ecnu HenpusTenb NpoaHanuanpyeT dannbl B pa3gene, rae HaxoauTes MCXoaHas
cuctema (KNoHOM KOTOPOW AABMSIETCA CKPbITas CUCTEMA), OH CMOXET ONpeaennTb, YTo, Hanpumep,
Bbl ucnonb3oBanu mactep TrueCrypt B pexnme co3gaHnst CKpbITOM CUCTEMBI (4TO MOXET HaBeCTH
Ha MbICrnb O cywectBoBaHun B BaweM [1K ckpbitorn OC). YTobbl n3bexats nogobHbIx npobnem,
TrueCrypt nocne co3gaHna CKpbITOM CUCTEMbI HAAEXHO yaanseT (3aTnpaeT) BCé coaepxmmoe
pasgena, B KOTOPOM HaxoaUTCs UcxodHasi cuctema. 3atem, 4tobbl o6ecnevmTb BO3IMOXHOCTb
npasgonogo6bHoro otpuuanus, TrueCrypt npeanoXut BaMm yCTaHOBUTb B pasaen HOBYKO CUCTEMY U
3awmndposatb €€ ¢ nomoulbto TrueCrypt. Taknm o6pasom, Bbl co3gaamTe 0OOMaHHYH CUCTEMY, U
Ha 9TOM BECb MPOLIECC CO30aHMSA CKPLITON OnepauyoHHON CUCTEMbI OyaeT 3aBEPLLEH.

I'IpaBAonvoﬁHoe oTpuuyaHue Nnpu4acTHOCTU U 3aluuTa OT YTeYKN AaHHbIX

Bo Bpems paboThbl CKpbITON onepaunoHHon cuctembl TrueCrypt n3 coobpakeHun 6e3onacHoOCTu
rapaHTUpyeT, YTO BCe NoKarnbHble He3alwndpoBaHHbIe hannoBblie CUCTEMbI U HE-CKPbITble TOMa
TrueCrypt 4OCTYNHBbI TONBLKO AN YTeHus (T. e. B Takme dhannosble cuctemMbl unu Toma TrueCrypt
HEBO3MOXXHO 3anucaTb HUKakux dannos).” 3annck AaHHbIX paspelleHa B Nobyto gainnosyto
CUCTEMY, HaxXo4sLLYOCA BHYTPU cKpblToro ToMa TrueCrypt (Mpy yCrnoBuu, 4To 9TOT CKPbITbIN TOM
pacnorioXXeH He B KOHTENHepe, XpaHdaLlemMcs B He3alwmngpoBaHHOM (hainoBor cucteme unu B
nobon gpyron annoBon cucteme, AOCTYNHOW TONBKO ANSA YTEHUS).

CyuiecTByeT Tpu rnaBHble NPUYNHBI BBEAEHUS TaKUX KOHTPMEP:
1. Bo3MOXHOCTb co3gaHust 6e3onacHon nrnatdopMbl ANS MOHTUPOBAHUS CKPbITbIX TOMOB

TrueCrypt. O6paTuTe BHUMaHMe, 4To Mbl 0PMLUMANIbHO PEKOMEHOYEM MOHTMPOBATb
CKpbITble TOMa TOMbKO B CPeAe CKPbITOM onepaumoHHON cuctemsbl. MogpobHOCTM CM. B

' He oTHOCUTCS K dparinoBbimM cucteMam Ha CD/DVD-nogo6HbIX HOCUTENAX U B HETUMUYHBIX UMM HECTaHOAPTHBIX
yCTponcTBax/HoCUTENSIX.
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nogpasgnene TpebosaHus 6esonacHocmu U Mepbl NpedocmopoXXHOCMU KacamesibHO
CKPbIMbIX MOMOS8.

2. B page cutyaumi cywectsyeT BO3MOXHOCTb ONpeaeniTb, YTO KOHKpeTHas dannosas
cuctema 6bina CMOHTMPOBaHa B HEKOTOPOE BpeMsi (MK YTO KOHKPETHBIN dann B
pannosou cucteme 6bin COXPaAHEH UMM CHMTAH HE N3 HEE) HE B KOHKPETHOW KOMun
onepaumMoHHON cMCTeMbI (Hanpumep, NyTEM aHann3a u CpaBHEHWS XXypHanoB annoBbIX
cucTeM, BPEMEH pannoB, NPOTOKOMNOB NPUINOXEHWIA, OTYETOB 06 owmnbKkax U T. 4.). ITo
MOXET HaBECTN Ha MbICITb O HaNM4YUn B KOMNbIOTEPE CKPbITON ONepaLMOHHON CUCTEMbI.
KoHTpmepbl npegoTBpaLLaoT NoA0OHbIE OCITOXHEHNS.

3. [lMpepoTBpaLLeHne NOBPEXAEHNS OAHHbIX U BO3MOXHOCTb 6e3onacHom rubepHaumm
(«cHa»). Korga onepaumoHHasa cuctema Windows BbIXoOUT U3 pexuma rubepHauun, oHa
nogpasymeBaeT, YTO BCE CMOHTUPOBaHHbIE (panroBble CUCTEMbI HAXOAATCS B TOM Xe
COCTOSIHUW, B KOTOPOM OHU ObIfM HA MOMEHT BXOa CUCTEMbI B PEXUM rMbepHauuu.
TrueCrypt obecneunBaeT 370, 3alumLias OT 3anucy Nbyto arnoBy CUCTEMY,
AOCTYNHY0 1 M3 obMaHHoW, 1 u3 ckpbiTon OC. Bes Takon 3awmTbl harnosas cuctema
MOXeT NoBpeanTLCH MPU MOHTUPOBAHWUM OOHOW CUCTEMOW B TO BpPeMs, Koraa Apyras
HaxoauTCHA B COCTOSHUN rnbepHaumu.

Ecnn Bam HyxHO 6e3onacHo nepeHecTn dainbl N3 06MaHHOM CUCTEMbI B CKPbITYHO, BbINOTHUTE
cnegyiwoulee:

1. 3arpysute obmMaHHyo cucTemy.

CoxpaHuTe dhannbl B He3alwmngpoBaHHOM TOME MY BO BHELUHEM/OOLIYHOM TOME

TrueCrypt.

3arpysute CKpbITYO CUCTEMY.

Ecnu Bbl coxpanmnu cannsl B Tome TrueCrypt, cMoHTUpyWTe ero (oH Oyaet

aBTOMaTMYeCKU CMOHTUPOBAH KaK AOCTYMNHbIN TONbLKO AN1S YTEHNUS).

5. CkonupyiTe ¢harnbl B pasgen co CKpbITOM onepaLMoHHON CUCTEMOWN NN B ApYrom
CKpbITbIA TOM.

B w

BapunaHTbl 06bsiCHeHUA Hannuna AByx pasgenoB TrueCrypt Ha ogHOM aucke

Henpuatenb MOXeT NonHTepecoBaTbCs, 3a4eM BaM NoHagobunockb co3gaBaTtb HAa OAHOM ANCKe
ABa 3awmndpoBaHHbIX TrueCrypt pasgena (CMCTEMHbBIV U HECUCTEMHBIN), KOrda MOXHO Obifio Obl
BMECTO 3TOro 3aumgpoBaTb BECb ANCK C MOMOLLIbIO OAHOrO Kftoya wudpoBaHusa. Ha 1o moxeTt
ObITb MHOXECTBO NpuynH. OQHaKO ecnmn BaM He NpUXoauT B rOfloBYy HMKakas (KpoMe co3gaHus
CKPbITOM ONepaLMOHHON CUCTEMBI), Bbl MOXETE BOCMONb30BaTLCA, HANpMMep, O4HUM 13
cnegyowmx o0bLACHEHWIA.

« Ecnu Ha cuctemHom gucke Bornee ABYX pa3genos, U BaM HYXXHO 3allimMgpoBaTh TOMbKO ABa
N3 HUX (CUCTEMHbIN pasaen u pasaen, crefyowun 3a HAM), OCTaBuB Apyrve pasgernsl
He3awmnppoBaHHbIMK (HanpuMep, YTobbl 06ecnevnTb Ha ATUX He3awngpPOBaHHbIX
pasgenax MakCumasibHO BO3MOXHYHO CKOPOCTb YTEHMS M 3anUCK AaHHbIX, He
HY>XOALWNXCS B LUMPPOBAHNN), €ANHCTBEHHBIN CNocob 3To caenaTh — 3awndpoBaTh ABa
pasgena no-otaensHocTn (obpatute BHMMaHWE, YTO C MOMOLLbIO OAHOIO KItoya
wndpoBaHusa TrueCrypt moxeT 3awmndpoBaTb BECb CUCTEMHbIN OUCK U 8CE HaX0OALWMNECS
Ha HEM pasfgernbl, HO He MOXeT 3aWwngpoBaTb TOMbKO ABa U3 HUX — C NMOMOLLbIO OAHOro
Kntova MOXHO 3awmndpposatb Nnbo oguH, Nnnbo Bce pasgensl). B pesynbTtaTe Ha
cucTeMHoM aucke 6yayT ABa pacnonoxeHHblx pagom pasgena TrueCrypt (nepBbin —
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CUCTEMHbIN, BTOPON — HECUCTEMEHBIN), KaXabI 3anMpoBaHHbIN CBOUM COBCTBEHHbLIM
KMOYOM (4TO Takxe MMeeT MeCTO Npu co3gaHnN CKPbITOW ornepaunuoHHOW CUCTEMBI, U
NMOTOMY TOXE MOXET OblTb OO bACHEHO TakuM xe obpasom).

Ecnu Bbl He 3HaeTe HM OQHOW BECKOM NPUYUHbI, NO4eMYy Ha CUCTEMHOM OUCKE MOXeT ObITb
bonee OOHOro pasgena, npuMnuTe K CBeeHNo criegyrulee.

Kak npaBuno, HecuctemHble pannbl (4QOKYMEHTbI) pEKOMEHAYETCHA XPaHUTb OTAENBHO OT
cuctemMHbix havnos. OanH n3 Hanbornee NPoCTbiX N HAOEXHBLIX CNOCODOOB 3TOro 4OOUTLCS
— co3gatb ABa pasgena Ha CUCTEMHOM AUCKe: OAWH pasgen Angd onepaunoHHOW CUCTEMB,
a apyron gns JOKyMEHTOB (HECMCTEMHbIX dhannoB). Takasi npakTuka pekoMeHayeTcst no
cneayroLwmm npuyYnHam.

o Ecnu noepegutca annosasa cuctema ogHOro U3 pasgenos, ansibl Ha 3TOM
pasgene MoryT UCNOpPTUTLCA UK CTaTb HEOQOCTYNHBLIMU, B TO BPEMS Kak (hansioB Ha
APYrom pasgene 370 He KOCHETCS.

o Tak npoLle BbINOMHUTbL NepeycTaHOBKY cucTeMbl 6€3 noTepy AOKYMEHTOB (MonHas
noBTopHas yctaHoBka OC BkntoyaeT B cebs hopmaTMpoBaHNMe CUCTEMHOIO
pasgena, YTo NpMBOAUT K YHUUYTOXEHUIO BCEX XPAHALLMXCA HA HEM dhainnos). B
crny4vae NoBpeXaeHUs CUCTEMbI NONHasA e€ nepeycTaHoBKa 3TO, 3a4acTylo,
€[0VHCTBEHHO BO3MOXHbIV MYThb.

KackagHoe wudpoBaHue (Hanpumep, AES-Twofish-Serpent) MmoxeT 6bITb BO MHOrO pas
MeaneHHee, Yem Wwngpo